
FTP Server FTP Client

Port 20 5001 5002

TCP SYN
srcport = 20, dstport = 5001, syn = 1 

TCP three way handshake for connection establishment on
port 5001.

TCP SYN+ACK
srcport = 5001, dstport = 20, syn = 1, ack = 1 

TCP ACK
srcport = 20, dstport = 5001, ack = 1 

Establish data port connection to transfer directory
listing 

TCP ACK
srcport = 20, dstport = 5001, ack = 1 

Display directory listing 

TCP FIN+ACK
tcp.srcport = 20, tcp.dstport = 5001, tcp.flags.ack = 1,

tcp.flags.fin = 1 

FTP server initiates the release of the TCP connection used
to transport the directory listing.

TCP ACK
tcp.srcport = 5001, tcp.dstport = 20, tcp.flags.ack = 1 

TCP FIN+ACK
tcp.srcport = 5001, tcp.dstport = 20, tcp.flags.ack = 1,

tcp.flags.fin = 1 

TCP ACK
tcp.srcport = 20, tcp.dstport = 5001, tcp.flags.ack = 1 

Release the data port TCP connection on
completion of the directory listing 

Obtaining a directory listing (PORT and LIST command). 

TCP SYN
tcp.srcport = 20, tcp.dstport = 5002, syn = 1, ack = 0, fin = 0 

Three way handshake for TCP connection on Port 5002.

TCP SYN+ACK
tcp.srcport = 5002, tcp.dstport = 20, syn = 1, ack = 1 

TCP ACK
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

Setting up the data TCP connection (3 way handshake) 

FTP DATA
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

TCP segments carrying contents of readme.txt.

FTP DATA
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

TCP ACK
tcp.srcport = 5002, tcp.dstport = 20, ack = 1 

Transfering the file over the data TCP connection 

Downloading a file using FTP get (PORT and RETR command). 



FTP Server FTP Client

Port 20 5001 5002

FTP DATA
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

TCP segments carrying contents of readme.txt.

FTP DATA
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

TCP ACK
tcp.srcport = 5002, tcp.dstport = 20, ack = 1 

FTP DATA+FIN
tcp.srcport = 20, tcp.dstport = 5002, ack = 1, fin = 1 

This is the last TCP segment containing data, it also
includes the FIN to initiate the release of the TCP
connection.

TCP ACK
tcp.srcport = 5002, tcp.dstport = 20, ack = 1 

TCP FIN+ACK
tcp.srcport = 5002, tcp.dstport = 20, ack = 1, fin = 1 

FTP client also initiates the release of the TCP connection.

TCP ACK
tcp.srcport = 20, tcp.dstport = 5002, ack = 1 

Releasing the data TCP connection 
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