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ICMP Echo Request

Check if the IP address and port range of the
message matches the IPSec policy 
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proposal with available cryptographic

algorithms to make the final selection. 
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Child Security Association 1

Encrypt the complete IP packet and add IPSec
headers for encryption and authentication. 
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Remove the IPSec headers for encryption and
authentication. Decrypt and extract the
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ICMP Echo Reply

IPSec Message Flow  

IKEv2 Keep Alive  
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