
Exploring dot1x_mschapv2_success.pcapng

🖥 R1 📡 EAPOL

Multicast

🖥 R3 🗄 AAA Server 🔒 NAS

📁 dot1x_mschapv2_success.pcapng

Frame 1 |

2020-08-05T18:49:55.94877Z

🚪 EAPoL Start

Frame 2 |

2020-08-05T18:49:55.955031Z

🆔 EAP Identity

📋 Code Request (1)

Frame 3 |

2020-08-05T18:49:55.955713Z

🆔 EAP Identity

📋 Code Response (2)

👤 Identity alice

Frame 4 |

2020-08-05T18:49:55.95648Z

🔐 RADIUS Access-Request

🆔 Packet identifier 0xc (12)

👤 User-Name alice

🔧 Service-Type Framed-User (2)

Framed-MTU 1500

📥 Called-Station-Id AA-BB-CC-00-03-00

📤 Calling-Station-Id AA-BB-CC-00-01-00

🔐 EAP Response (2)

🌐 NAS-IP-Address 10.0.0.254

🔗 NAS-Port-Type Ethernet (15)

🔗 NAS-Port 50000

Frame 5 |

2020-08-05T18:49:55.956664Z

❓ RADIUS Access-Challenge

🆔 Packet identifier 0xc (12)

🔐 EAP Request (1)

Message-Authenticator f204e2846550cbb9e2067d

0e839b4a14

State 63ab111c63ad1537ce989a

5690ecbc99

Frame 6 |

2020-08-05T18:49:55.957035Z

🔐 EAP MD5-Challenge EAP

(EAP-MD5-CHALLENGE)

📋 Code Request (1)

🆔 Id 6

Frame 7 |

2020-08-05T18:49:55.957626Z

🔐 EAP Legacy Nak (Response Only)

📋 Code Response (2)

🆔 Id 6

Frame 8 |

2020-08-05T18:49:55.958166Z

🔐 RADIUS Access-Request

🆔 Packet identifier 0xd (13)

👤 User-Name alice

🔧 Service-Type Framed-User (2)

Framed-MTU 1500

📥 Called-Station-Id AA-BB-CC-00-03-00

📤 Calling-Station-Id AA-BB-CC-00-01-00

🔐 EAP Response (2)

🌐 NAS-IP-Address 10.0.0.254

🔗 NAS-Port-Type Ethernet (15)

🔗 NAS-Port 50000

State 63ab111c63ad1537ce989a56

90ecbc99

Frame 9 |

2020-08-05T18:49:55.958368Z

❓ RADIUS Access-Challenge

🆔 Packet identifier 0xd (13)

📋 Reply-Message Hello, alice

🔐 EAP Request (1)

Message-Authenticator a727f18f98b49a92f451d43

2123e115d

State 63ab111c62ac0b37ce989a

5690ecbc99

Frame 10 |

2020-08-05T18:49:55.958738Z

🔐 EAP MS-Authentication EAP (EAP-MS-AUTH)

📋 Code Request (1)

🆔 Id 7

EAP-MS-CHAP-v2🔧 OpCode Challenge (1)
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Exploring dot1x_mschapv2_success.pcapng

🖥 R1 📡 EAPOL

Multicast

🖥 R3 🗄 AAA Server 🔒 NAS

EAP-MS-CHAP-v2👤 Name freeradius-3.0.16

Frame 11 |

2020-08-05T18:49:55.965659Z

🔐 EAP MS-Authentication EAP (EAP-MS-AUTH)

📋 Code Response (2)

🆔 Id 7

EAP-MS-CHAP-v2🔧 OpCode Response (2)

EAP-MS-CHAP-v2👤 Name

Frame 12 |

2020-08-05T18:49:55.966393Z

🔐 RADIUS Access-Request

🆔 Packet identifier 0xe (14)

👤 User-Name alice

🔧 Service-Type Framed-User (2)

Framed-MTU 1500

📥 Called-Station-Id AA-BB-CC-00-03-00

📤 Calling-Station-Id AA-BB-CC-00-01-00

🔐 EAP Response (2)

🌐 NAS-IP-Address 10.0.0.254

🔗 NAS-Port-Type Ethernet (15)

🔗 NAS-Port 50000

State 63ab111c62ac0b37ce989a56

90ecbc99

Frame 13 |

2020-08-05T18:49:55.966726Z

❓ RADIUS Access-Challenge

🆔 Packet identifier 0xe (14)

📋 Reply-Message Hello, alice

🔐 EAP Request (1)

Message-Authenticator 45377dbdef36491d4aa447

9885148ee0

State 63ab111c61a30b37ce989a

5690ecbc99

Frame 14 |

2020-08-05T18:49:55.967197Z

🔐 EAP MS-Authentication EAP (EAP-MS-AUTH)

📋 Code Request (1)

🆔 Id 8

EAP-MS-CHAP-v2🔧 OpCode Success (3)

Frame 15 |

2020-08-05T18:49:55.96762Z

🔐 EAP MS-Authentication EAP (EAP-MS-AUTH)

📋 Code Response (2)

🆔 Id 8

EAP-MS-CHAP-v2🔧 OpCode Success (3)

Frame 16 |

2020-08-05T18:49:55.968332Z

🔐 RADIUS Access-Request

🆔 Packet identifier 0xf (15)

👤 User-Name alice

🔧 Service-Type Framed-User (2)

Framed-MTU 1500

📥 Called-Station-Id AA-BB-CC-00-03-00

📤 Calling-Station-Id AA-BB-CC-00-01-00

🔐 EAP Response (2)

🌐 NAS-IP-Address 10.0.0.254

🔗 NAS-Port-Type Ethernet (15)

🔗 NAS-Port 50000

State 63ab111c61a30b37ce989a56

90ecbc99

Frame 17 |

2020-08-05T18:49:55.9686Z

✅ RADIUS Access-Accept

🆔 Packet identifier 0xf (15)

🔐 EAP Success (3)

Message-Authenticator 7f7d8cbafe7ba85f7e2bddc

49d7e994d

👤 User-Name alice

Frame 18 |

2020-08-05T18:49:55.975563Z

✅ EAP Success

🆔 Id 8
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