
Exploring sccp_fxs_inbound.pcapng

📞MGCP FXS GW 🖥MGCP Call Agent A 📞MGCP Remote

📁 sccp_fxs_inbound.pcapng

Frame 1 |

2019-05-04T14:09:20.482846Z

📞 SCCP KeepAliveReq

Frame 2 |

2019-05-04T14:09:20.482846Z

📞 SCCP KeepAliveAck

Frame 3 |

2019-05-04T14:09:23.686845Z

📞 SCCP SelectSoftKeys

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State RingIn (0x00000004)

🔗 CallRef 28807112

Frame 5 |

2019-05-04T14:09:23.730844Z

📞 SCCP SelectSoftKeys

Frame 6 |

2019-05-04T14:09:23.730844Z

📋 SCCP DisplayPromptStatusV2

Frame 7 |

2019-05-04T14:09:23.730844Z

📞 SCCP DisplayPriNotifyV2

💡 CUCM sends caller/called party

info for phone display; callType

(InBound/OutBound) and security

status (Authenticated/Encrypted)

update the lock icon

📋 SCCP CallInfoV2

📋 Type InBoundCall (0x00000001)

🔐 Security Unknown (0x00000000)

📞 Calling 2002

📞 Called 2075

Frame 9 |

2019-05-04T14:09:23.730844Z

💡 SCCP SetLamp

💡 Lamp Blink (0x00000005)

💡 CUCM controls the physical

ringer — RingOff on answer/cancel,

InsideRing for internal calls,

OutsideRing for external; distinctive

ring identifies call source

🔔 SCCP SetRinger

🔊 Ring InsideRing (0x00000002)

💡 SCCP OffHook — phone notifies

CUCM the handset is lifted; CUCM

responds with dial tone (StartTone)

and prepares to collect digits

📞 SCCP OffHook

🔗 Line 1

💡 CUCM controls the physical

ringer — RingOff on answer/cancel,

InsideRing for internal calls,

OutsideRing for external; distinctive

ring identifies call source

🔔 SCCP SetRinger

🔊 Ring RingOff (0x00000001)

Frame 13 |

2019-05-04T14:09:26.06285Z

📞 SCCP SetSpeakerMode

Frame 14 |

2019-05-04T14:09:26.06285Z

💡 SCCP SetLamp

💡 Lamp On (0x00000002)

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State OffHook (0x00000001)

🔗 CallRef 28807112

Frame 16 |

2019-05-04T14:09:26.066849Z

📞 SCCP ActivateCallPlane

💡 CUCM controls the physical

ringer — RingOff on answer/cancel,

InsideRing for internal calls,

OutsideRing for external; distinctive

ring identifies call source

🔔 SCCP SetRinger

🔊 Ring RingOff (0x00000001)

Frame 18 |

2019-05-04T14:09:26.114849Z

🔇 SCCP StopTone

💡 CUCM tells phone to open an

RTP receive channel with specified

codec and packetization; phone

responds with

OpenReceiveChannelAck

containing its IP:port

🎵 SCCP OpenReceiveChannel

⏱ Ptime 20 ms

🎵 Codec Media_Payload_G711Ulaw64k (0x00000004)

💡 CUCM tells phone where to

send RTP — remote IP:port is the

other phone's receive address;

codec must match the negotiated

type

🎵 SCCP StartMediaTransmission

🌐 Remote IP 14.50.217.209

🔢 Remote Port 26420

🎵 Codec Media_Payload_G711Ulaw64k (0x00000004)

Frame 21 |

2019-05-04T14:09:26.114849Z

🔇 SCCP StopTone

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State Connected (0x00000005)

🔗 CallRef 28807112

Frame 23 |

2019-05-04T14:09:26.114849Z

📞 SCCP SelectSoftKeys
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Frame 24 |

2019-05-04T14:09:26.114849Z

📋 SCCP DisplayPromptStatusV2

💡 CUCM sends caller/called party

info for phone display; callType

(InBound/OutBound) and security

status (Authenticated/Encrypted)

update the lock icon

📋 SCCP CallInfoV2

📋 Type InBoundCall (0x00000001)

🔐 Security NotAuthenticated (0x00000001)

📞 Calling 2002

📞 Called 2075

Frame 26 |

2019-05-04T14:09:26.118849Z

✅ SCCP OpenReceiveChannelAck

📋 Status Ok (0x00000000)

🌐 IP 172.18.110.57

🔢 Port 16394

💡 CUCM sends caller/called party

info for phone display; callType

(InBound/OutBound) and security

status (Authenticated/Encrypted)

update the lock icon

📋 SCCP CallInfoV2

📋 Type InBoundCall (0x00000001)

🔐 Security NotAuthenticated (0x00000001)

📞 Calling 2002

📞 Called 2075

Frame 28 |

2019-05-04T14:09:26.142849Z

📦 UDP Data

Length 180

Frame 34 |

2019-05-04T14:09:26.246848Z

📦 UDP Data

Length 180

💡 CUCM tears down the RTP

channel — phone stops

sending/receiving media; happens

on call disconnect, hold, or codec

change

🛑 SCCP CloseReceiveChannel

💡 CUCM tears down the RTP

channel — phone stops

sending/receiving media; happens

on call disconnect, hold, or codec

change

🛑 SCCP StopMediaTransmission

Frame 493 |

2019-05-04T14:09:30.802844Z

🔇 SCCP StopTone

Frame 494 |

2019-05-04T14:09:30.802844Z

💡 SCCP SetLamp

💡 Lamp Off (0x00000001)

Frame 495 |

2019-05-04T14:09:30.802844Z

📋 SCCP ClearPromptStatus

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State OnHook (0x00000002)

🔗 CallRef 28807112

Frame 497 |

2019-05-04T14:09:30.802844Z

📞 SCCP SelectSoftKeys

Frame 498 |

2019-05-04T14:09:30.802844Z

🕐 SCCP TimeDateRes

Frame 499 |

2019-05-04T14:09:30.802844Z

📞 SCCP SetSpeakerMode

💡 CUCM controls the physical

ringer — RingOff on answer/cancel,

InsideRing for internal calls,

OutsideRing for external; distinctive

ring identifies call source

🔔 SCCP SetRinger

🔊 Ring RingOff (0x00000001)

Frame 501 |

2019-05-04T14:09:30.806844Z

📞 SCCP SoftKeyEvent

💡 CUCM controls the physical

ringer — RingOff on answer/cancel,

InsideRing for internal calls,

OutsideRing for external; distinctive

ring identifies call source

🔔 SCCP SetRinger

🔊 Ring RingOff (0x00000001)

Frame 503 |

2019-05-04T14:09:30.806844Z

📞 SCCP SetSpeakerMode

Frame 505 |

2019-05-04T14:09:30.806844Z

📞 SCCP SelectSoftKeys

Frame 506 |

2019-05-04T14:09:30.806844Z

💡 SCCP SetLamp

💡 Lamp On (0x00000002)

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State OffHook (0x00000001)

🔗 CallRef 28807113

Frame 508 |

2019-05-04T14:09:30.806844Z

📞 SCCP SelectSoftKeys
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Frame 509 |

2019-05-04T14:09:30.806844Z

📋 SCCP DisplayPromptStatusV2

Frame 510 |

2019-05-04T14:09:30.806844Z

📞 SCCP ActivateCallPlane

💡 CUCM tells phone to play a tone

— InsideDialTone (ready for digits),

AlertingTone (ringback), BusyTone,

ReorderTone (fast busy = route

failure)

🔔 SCCP StartTone

🔊 Tone InsideDialTone (0x00000021)

💡 SCCP OnHook — handset

replaced; CUCM tears down media

channels (StopMediaTransmission,

CloseReceiveChannel) and

releases the call

📞 SCCP OnHook

Frame 515 |

2019-05-04T14:09:31.210848Z

🔇 SCCP StopTone

Frame 516 |

2019-05-04T14:09:31.210848Z

💡 SCCP SetLamp

💡 Lamp Off (0x00000001)

Frame 517 |

2019-05-04T14:09:31.210848Z

📋 SCCP ClearPromptStatus

💡 CUCM pushes call state to

phone — OffHook/Proceed/

RingOut/Connected/OnHook;

phone updates display and soft

keys accordingly

📋 SCCP CallState

📋 State OnHook (0x00000002)

🔗 CallRef 28807113

Frame 519 |

2019-05-04T14:09:31.210848Z

📞 SCCP SelectSoftKeys

Frame 520 |

2019-05-04T14:09:31.210848Z

🕐 SCCP TimeDateRes

Frame 521 |

2019-05-04T14:09:31.210848Z

📞 SCCP SetSpeakerMode

Frame 522 |

2019-05-04T14:09:33.686845Z

📞 SCCP KeepAliveReq

Frame 523 |

2019-05-04T14:09:33.686845Z

📞 SCCP KeepAliveAck
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