Exploring sccp_hw_gway_tls.pcapng
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sccp_hw_gway_tls.pcapng
¥ TCP (SYN) R
¥ TCP (SYN) R

¢ TCP (SYN, ACK)

/4 TCP (SYN, ACK)

L TLS Client Hello

4 Version ' TLS 1.0 (0x0301)
(A7, CipTer TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

A\ 4

& Cipher | TLS_LEMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

L TLS Client Hello

&0 Cipher | TLS_RSA_WITH_NULL_SHA (0x0002)
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i
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L TLS Server Hello

& Version

4 Cipher

TLS 1.0 (0x0301)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

L TLS Certificate

A

L TLS Certificate Request

A

L TLS Server Hello Done

A

L TLS Server Hello

d
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L Version | TLS 1.0 (0x0301)
)’ Cipher | TLS_RSA_WITH_NULL_SHA (0x0002)

L TLS Certificate

A

L TLS Certificate Request

L TLS Server Hello Done

A
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L TLS Client Key Exchange

\ 4

L TLS Certificate Verify

\ 4
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L4 TLS Certificate Verify

\ 4

4 TLS Finished

\ 4

L TLS Finished

A

L TLS Application Data

\ 4

& TLS Application Data

\ 4

[] SCCP RegisterReq

A\ 4

M Device | SECURE_MTP

@ IP 172.18.110.58
SCCP RegisterAck

A

. SCCP CapabilitiesReq

[] SCCP IpPort
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A
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A
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Frame 1|
2019-05-02T19:47:17.695963Z

Frame 2|
2019-05-02T19:47:17.695963Z

Frame 3 |
2019-05-02T19:47:17.6959637

Frame 4 |
2019-05-02T19:47:17.695963Z7

Frame 7 |
2019-05-02T19:47:18.697961Z

Frame 9 |
2019-05-02T19:47:18.697961Z

Frame 11 |
2019-05-02T19:47:18.699967

Frame 12 |
2019-05-02T19:47:18.699967Z

Frame 16 |
2019-05-02T19:47:19.701959Z7

Frame 17 |
2019-05-02T19:47:19.702951Z

Frame 19 |
2019-05-02T19:47:19.718956Z

Frame 22 |
2019-05-02T19:47:20.703958Z

¢ SCCP RegisterReq — phone
sends its device name (SEP +
MAC), IP address, and protocol
version to CUCM; CUCM responds
with RegisterAck and begins
provisioning

¢ SCCP RegisterAck — CUCM
accepts the phone; follows with
CapabilitiesReq, ButtonTemplate,
SoftKeyTemplate to provision the
phone's features

¢ CUCM asks phone for
supported codecs (G.711, G.722,
G.729); phone replies with its
codec list; CUCM uses this for
region-based codec selection

during calls

Frame 26 |
2019-05-02T19:47:20.705957Z

Frame 27 |
2019-05-02T19:47:20.708962Z7

Frame 28 |
2019-05-02T719:47:20.7099547
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) TLS Application Data

A

s TLS Application Data Frame 29 |

2019-05-02T19:47:20.7099547

\ 4

0 TLS Application Data
. SCCP CapabilitiesRes

A\ 4

¢ CUCM asks phone for

supported codecs (G.711, G.722,
G.729); phone replies with its
codec list; CUCM uses this for
region-based codec selection
during calls
e —_____A.SCCPVersionRes Frame 33
2019-05-02T19:47:20.745948Z
4 TLS Application Data _ Frame 35 |
2019-05-02T19:47:20.748954Z
s TLS Application Data ‘
s TLS Application Data ‘
4 TLS Application Data _
s TLS Application Data ‘
s TLS Application Data ‘
P 4 TLS Application Data Frame 37 |
2019-05-02T19:47:20.750952Z
P s TLS Application Data
P 77 SCCP OpenReceiveChannel ¢ CUCM tells phone to open an

RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

J7J SCCP OpenReceiveChannel ¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

J7J SCCP OpenReceiveChannel ¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

[ SCCP OpenReceiveChannel ¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

[J SCCP StartMediaTransmission ¢ CUCM tells phone where to

v

j|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

5|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

j|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

5|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

) Remote IP | 14.50.214.53 send RTP — remote IP:port is the

other phone's receive address;
i) Remote Port | 28446 codec must match the negotiated

JJ Codec Media_Payload_PassThrough (0x00000102) type
P ] SCCP StartMediaTransmission ¢ CUCM tells phone where to
@ Refote IP 10.80.114.126 send RTP — remote IP:port is the

other phone's receive address;

] Remote Port | 24670 codec must match the negotiated

J7 Codec Media_Payload_PassThrough (0x00000102) type
SCCP OpenReceiveChannelAck Frame 48 |
@Ip 172.18.110.58
[flPort | 8280
SCCP OpenReceiveChannelAck Frame 52 |
|j Status | Ok (OXOOOOOOOO) 2019-05-02T19:47:29.1559827

@ IP 172.18.110.58
[F] Port | 8282

SCCP OpenReceiveChannelAck
['] Status | Ok (0x00000000)
B IP 172.18.110.58
[ Port | 8284

A\ 4

SCCP OpenReceiveChannelAck
['] Status | Ok (0x00000000)
@ P 172.18.110.58

\ 4

Page 2
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Port | 8286
[F] Port | 8282
[F Port | 8280

P I SCCP StartMediaTransmission
22 Rer;ote IP 172.18.110.58

Remote Port | 8284

JJ Codec Media_Payload_PassThrough (0x00000102)

SCCP StartMediaTransmissionAck
€ Transmit IP | 172.18.110.58
[] Status 0Ok (0x00000000)

»

J1 SCCP StartMediaTransmission
= Rer;'lote IP 172.18.110.58
%] Remote Port | 8286
J7 Codec Media_Payload_PassThrough (0x00000102)

<

SCCP StartMediaTransmissionAck
€ Transmit IP | 172.18.110.58
[] Status 0Ok (0x00000000)

@ SCCP CloseReceiveChannel

A

@ ScCP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

@ SCCP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

@ ScCCP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

@ ScCP StopMediaTransmission

A

J7 SCCP OpenReceiveChannel
i|Ptime | 20 ms

Jl|Codec | Media_Payload_PassThrough (0x00000102)

P
<

J7 SCCP OpenReceiveChannel
i|Ptime | 20 ms

Il|Codec | Media_Payload_PassThrough (0x00000102)

P
<

J7 SCCP OpenReceiveChannel
i|Ptime | 20 ms

Jl|Codec | Media_Payload_PassThrough (0x00000102)

P
<

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 55|
2019-05-02T19:47:29.157981Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 57 |
2019-05-02T19:47:29.158988Z7

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck

containing its IP:port
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J7 SCCP OpenReceiveChannel

d

'|Ptime | 20 ms
Codec | Media_Payload_PassThrough (0x00000102)

<

1 SCCP StartMediaTransmission

d

€ Remote IP 14.50.214.53
(7] Remote Port | 31334
J7 Codec Media_Payload_PassThrough (0x0000

l

J1 SCCP StartMediaTransmission

& Remote IP | 10.80.114.126
7] Remote Port | 21942
J7 Codec Media_Payload_PassThrough (0x0000

<
<

SCCP OpenReceiveChannelAck

A\ 4

['] Status | Ok (0x00000000)
B IP 172.18.110.58
[f] Port | 8288

SCCP OpenReceiveChannelAck

\ 4

['] Status | Ok (0x00000000)
@ P 172.18.110.58
[FlPort | 8290

SCCP OpenReceiveChannelAck

\ 4

[] Status = Ok (0x00000000)
e IP 172.18.110.58
[H Port | 8292

SCCP OpenReceiveChannelAck

A\ 4

& Re
[l Re
J1 Co

& Re
[ Re

J7 Codec

['] Status | Ok (0x00000000)
B IP 172.18.110.58
[ Port | 8294

1 SCCP StartMediaTransmission

d
l

mote IP 172.18.110.58
mote Port | 8292
dec Media_Payload_PassThrough (0x0000

SCCP StartMediaTransmissionAck
€ Transmit IP | 172.18.110.58
[] Status Ok (0x00000000)

»

1 SCCP StartMediaTransmission

0102)

0102)

0102)

mote IP 172.18.110.58
mote Port | 8294
Media_Payload_PassThrough (0x0000

SCCP StartMediaTransmissionAck
€ Transmit IP | 172.18.110.58
[] Status Ok (0x00000000)

\ 4

SCCP StartMediaTransmissionAck
€ Transmit IP | 172.18.110.58
[] Status 0Ok (0x00000000)

\ 4

SCCP StartMediaTransmissionAck

0102)

\ 4

E Transmit IP | 172.18.110.58
'] Status 0Ok (0x00000000)

@ SCCP CloseReceiveChannel

A

@ SCCP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;

codec must match the negotiated
type

Frame 81 |
2019-05-02T19:47:37.101984Z

Frame 83 |
2019-05-02T719:47:37.102991Z

Frame 85 |
2019-05-02T19:47:37.102991Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 88 |
2019-05-02T19:47:37.103983Z

% CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 91 |
2019-05-02T19:47:37.105982Z

Frame 93 |
2019-05-02T19:47:37.145988Z

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP

L

channel — phone stops
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@ SccCP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

@ SccP StopMediaTransmission

A

@ SCCP CloseReceiveChannel

A

@ SCCP StopMediaTransmission

A

JJ SCCP OpenReceiveChannel
i|Ptime | 20 ms

Il|Codec | Media_Payload_PassThrough (0x00000102)

<
<

J7J SCCP OpenReceiveChannel
j|Ptime | 20 ms

Il|Codec | Media_Payload_PassThrough (0x00000102)

<
<

SCCP OpenReceiveChannelAck
['] Status | Ok (0x00000000)
@GP 172.18.110.58
[F] Port | 8296

\ 4

P

JJ SCCP OpenReceiveChannel
7|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

P

JJ SCCP OpenReceiveChannel
I7|Ptime | 20 ms
Il|Codec | Media_Payload_PassThrough (0x00000102)

P

J1 SCCP StartMediaTransmission
& Rer;mote IP | 14.50.214.53
[¥] Remote Port | 26892
J7 Codec Media_Payload_PassThrough (0x00000102)

SCCP OpenReceiveChannelAck
[] Status | Ok (0x00000000)
@ P 172.18.110.58
[F Port | 8298

\ 4

<

J1 SCCP StartMediaTransmission
S Rer:'lote IP 10.80.114.126
7] Remote Port | 24214
JJ Codec Media_Payload_PassThrough (0x00000102)

SCCP OpenReceiveChannelAck
['] Status | Ok (0x00000000)
B IP 172.18.110.58
[F Port | 8300

A\ 4

SCCP OpenReceiveChannelAck
[] Status | Ok (0x00000000)

\ 4

sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 111 |
2019-05-02T19:47:45.019987Z

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 116 |
2019-05-02T19:47:45.019987Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 121 |
2019-05-02T19:47:45.061993Z
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& Re
I Re

<

@ IP 172.18.110.58
[F] Port | 8302
Port | 8298
Port | 8296

1 SCCP StartMediaTransmission

<

J7 Codec

& Re
[ Re

mote IP

172.18.110.58

mote Port | 8300

Media_Payload_PassThrough (0x00000102)

SCCP StartMediaTransmissionAck

E Transmit IP | 172.18.110.58
[] Status

1 SCCP StartMediaTransmission

0Ok (0x00000000)

»

J7 Codec

mote IP

mote Port | 8302

172.18.110.58

Media_Payload_PassThrough (0x00000102)

SCCP StartMediaTransmissionAck

E Transmit IP | 172.18.110.58
[] Status

0Ok (0x00000000)

»

& UDP Data

A

Length | 184

& UDP Data

A

@ SCCP CloseReceiveChannel

Length | 184

A

A

@ ScCP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

@ ScCP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

A

A

@ SccP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

@ ScCP StopMediaTransmission

7 SCCP OpenReceiveChannel

<
<

'|Ptime 20 ms

Codec | Media_Payload_PassThrough (0x00000102)

SCCP OpenReceiveChannelAck

['] Status | Ok (0x00000000)
@ P 172.18.110.58

\ 4

\ 4

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated
type

Frame 124 |
2019-05-02T19:47:45.0629857

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated
type

Frame 126 |
2019-05-02T19:47:45.0649837

Frame 128 |
2019-05-02T19:47:45.151984Z

Frame 129 |
2019-05-02T19:47:45.154997

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 521 |
2019-05-02T19:47:49.135979Z
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| Port

P

J7 SCCP OpenReceiveChannel

8304

<

ii|Ptime | 20 ms

JJ|Codec | Media_Payload_PassThrough (0x00000102)

d

J1 SCCP StartMediaTransmission

l

mote Port | 26892

mote IP 14.50.214.53

SCCP OpenReceiveChannelAck

dec Media_Payload_PassThrough (0x00000102)

<

['] Status | Ok (0x00000000)
@Ip

[ SCCP StartMediaTransmission

\ 4

172.18.110.58
8306

<

& Remote IP | 172.18.110.48

7] Remote Port | 24644

JJ Codec Media_Payload_PassThrough (0x00000102)

SCCP StartMediaTransmissionAck

[] Status

€ Transmit IP | 172.18.110.58

SCCP StartMediaTransmissionAck

\ 4

0Ok (0x00000000)

\ 4

[] Status

P

E Transmit IP | 172.18.110.58

€. SCCP KeepAliveReq

JJ SCCP OpenReceiveChannel

0Ok (0x00000000)

<

i|Ptime | 20 ms

[l|Codec | Media_Payload_PassThrough (0x00000102)

JJ SCCP OpenReceiveChannel

i|Ptime | 20 ms

Jl|Codec | Media_Payload_PassThrough (0x00000102)

JJ SCCP OpenReceiveChannel

i|Ptime | 20 ms

Il|Codec | Media_Payload_PassThrough (0x00000102)

JJ SCCP OpenReceiveChannel

i|Ptime | 20 ms

Il|Codec | Media_Payload_PassThrough (0x00000102)

P

J1 SCCP StartMediaTransmission

<

@ Remote IP | 10.80.114.126

(7] Remote Port | 16468

J7 Codec Media_Payload_PassThrough (0x00000102)

d

J1 SCCP StartMediaTransmission

<

&) Remote IP | 14.50.214.52

‘7| Remote Port | 18256

J7 Codec Media_Payload_PassThrough (0x00000102)

SCCP OpenReceiveChannelAck

\ 4

BIP
7] Port

['] Status = Ok (0x00000000)

SCCP OpenReceiveChannelAck

172.18.110.58
8308

@Ip

['] Status = Ok (0x00000000)

A\ 4

172.18.110.58

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 526 |
2019-05-02T19:47:49.138985Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;

codec must match the negotiated

type

Frame 528 |
2019-05-02T19:47:49.140983Z

Frame 530 |
2019-05-02T19:47:49.18099Z7

Frame 532 |
2019-05-02T19:47:52.326978Z

Frame 534 |
2019-05-02T19:47:52.327977

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated
type

Frame 545 |
2019-05-02T19:47:53.504963Z

Frame 548 |
2019-05-02T19:47:53.5449697
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Port | 8310

SCCP OpenReceiveChannelAck

A 4

['] Status | Ok (0x00000000)
BIP 172.18.110.58
Port | 8312

SCCP OpenReceiveChannelAck

d

\ 4

['] Status | Ok (0x00000000)

&P 172.18.110.58
[f]Port | 8314
[F Port | 8310

Port | 8308

1 SCCP StartMediaTransmission

l

€ Remote IP 172.18.110.58

[7] Remote Port | 8312

J7 Codec Media_Payload_PassThrough (0x0000
P I SCCP StartMediaTransmission

S Rer;ote IP 172.18.110.58

Remote Port | 8314

J7 Codec Media_Payload_PassThrough (0x0000

SCCP StartMediaTransmissionAck

A\ 4

@ Transmit IP | 172.18.110.58
['] Status 0Ok (0x00000000)

SCCP StartMediaTransmissionAck

\ 4

€ Transmit IP | 172.18.110.58
[] Status Ok (0x00000000)

& TLS Application Data

A\ 4

& TLS Application Data

\ 4

& TLS Application Data

A

& TLS Application Data

A

@ SCCP CloseReceiveChannel

A

A

@ ScCCP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

A

@ SCCP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

A

@ ScCP StopMediaTransmission

@ SCCP CloseReceiveChannel

A

A

@ SccCP StopMediaTransmission

0102)

0102)

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated
type

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 552 |
2019-05-02T19:47:53.546968Z

Frame 554 |
2019-05-02T19:47:53.585968Z

Frame 556 |
2019-05-02T19:47:55.0049897

Frame 557 |
2019-05-02T19:47:55.0049897

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change
¥ CUCM tears down the RTP

channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
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A

@ SCCP CloseReceiveChannel

@ ScCP StopMediaTransmission

A

A

@ SCCP CloseReceiveChannel

@ SCCP StopMediaTransmission

A

<

J7 SCCP OpenReceiveChannel

<«

7 |Ptime
J7|Codec

A

20 ms
Media_Payload_PassThrough (0x00000102)

& TLS Application Data

& TLS Application Data

P
<

J7 SCCP OpenReceiveChannel

i|Ptime
J7|Codec

1 SCCP StartMediaTransmission

20ms
Media_Payload_PassThrough (0x00000102)

<
<

€ Remote IP

[7] Remote Port | 26892

J7 Codec

SCCP OpenReceiveChannelAck

14.50.214.53

Media_Payload_PassThrough (0x00000102)

SCCP OpenReceiveChannelAck

\ 4

['] Status = Ok (0x00000000)
@IP 172.18.110.58
[ Port | 8316

\ 4

[] Status | Ok (0x00000000)
@ IP 172.18.110.58
Port | 8320

<\ SCCP SubscribeDtmfPayloadReq

SCCP StartMediaTransmissionAck

E Transmit IP | 172.18.110.58
['] Status 0Ok (0x00000000)

»

& TLS Application Data

A

A

=
)

& TLS Application Data

ED

TLS Application Data

\ 4

& TLS Application Data

<

J1 SCCP StartMediaTransmission

\ 4

<

) Remote IP

[7] Remote Port | 8318

J7 Codec

€. SCCP SubscribeDtmfPayloadRes

172.18.110.58

Media_Payload_PassThrough (0x00000102)

2

& TLS Application Data

\ 4

& TLS Application Data

SCCP StartMediaTransmissionAck

\ 4

€ Transmit IP | 172.18.110.58

\ 4

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 579 |
2019-05-02T19:48:02.520969Z

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 583 |
2019-05-02T19:48:02.52196Z

Frame 585 |
2019-05-02T19:48:02.5229677Z

Frame 587 |
2019-05-02T19:48:02.522967Z

Frame 588 |
2019-05-02T719:48:02.522967Z7

Frame 589 |
2019-05-02T19:48:02.5259587

Frame 591 |
2019-05-02T719:48:02.5289647

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 594 |
2019-05-02T19:48:02.529971Z

Frame 596 |
2019-05-02T19:48:02.5689557

Frame 599 |
2019-05-02T19:48:02.5699627
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P

[] Status Ok (0x00000000)

J7 SCCP OpenReceiveChannel

<

5 |Ptime
J7|Codec

SCCP OpenReceiveChannelAck

20 ms
Media_Payload_PassThrough (0x00000102)

\ 4

[] Status | Ok (0x00000000)
BIP 172.18.110.58
[FPort | 8322

i TLS Application Data

A

<
<

) TLS Application Data

P

J7 SCCP OpenReceiveChannel

<

5 |Ptime
J7|Codec

d

J1 SCCP StartMediaTransmission

20 ms
Media_Payload_PassThrough (0x00000102)

l

€ Remote IP

[7] Remote Port | 18256

J7 Codec

SCCP OpenReceiveChannelAck

14.50.214.52

Media_Payload_PassThrough (0x00000102)

€. SCCP SubscribeDtmfPayloadReq

\ 4

['] Status = Ok (0x00000000)
@ IP 172.18.110.58
[FlPort | 8326

) TLS Application Data

A

) TLS Application Data

€. SCCP SubscribeDtmfPayloadRes

) TLS Application Data

\ 4

) TLS Application Data

<

[ SCCP StartMediaTransmission

\ 4

<

) Remote IP

[¥] Remote Port | 8324

J7 Codec

172.18.110.58

Media_Payload_PassThrough (0x00000102)

) TLS Application Data

\ 4

) TLS Application Data

SCCP StartMediaTransmissionAck

\ 4

\ 4

SCCP StartMediaTransmissionAck

E Transmit IP | 172.18.110.58
['] Status 0Ok (0x00000000)

P

\ 4

@ Transmit IP | 172.18.110.58
['] Status 0Ok (0x00000000)

JJ SCCP OpenReceiveChannel

<

5 |Ptime
J7|Codec

SCCP OpenReceiveChannelAck

20 ms
Media_Payload_PassThrough (0x00000102)

A\ 4

['] Status | Ok (0x00000000)
B IP 172.18.110.58
[f] Port | 8328

J7 SCCP OpenReceiveChannel

i5|Ptime
J7|Codec

20 ms
Media_Payload_PassThrough (0x00000102)

i TLS Application Data

A

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 602 |

2019-05-02T19:48:02.696954Z

Frame 603 |
2019-05-02T19:48:02.6969547

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 608 |
2019-05-02T19:48:02.697961Z

Frame 609 |
2019-05-02T719:48:02.697961Z

Frame 610 |
2019-05-02T719:48:02.697961Z

Frame 612 |
2019-05-02T719:48:02.6989537

Frame 613 |
2019-05-02T719:48:02.718956Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;

codec must match the negotiated

type

Frame 616 |
2019-05-02T19:48:02.7199487

Frame 618 |
2019-05-02T19:48:02.7199487

Frame 620 |
2019-05-02T19:48:02.7599557

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 624 |
2019-05-02T19:48:02.841951Z

¢ CUCM tells phone to open an
RTP receive channel with specified
codec and packetization; phone
responds with
OpenReceiveChannelAck
containing its IP:port

Frame 627 |
2019-05-02T719:48:02.845949Z
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& TLS Application Data

A

SCCP OpenReceiveChannelAck

\ 4

['] Status = Ok (0x00000000)
@IP 172.18.110.58
[ Port | 8330

J71 SCCP StartMediaTransmission

@ Remote IP | 10.80.114.126

[ Re
J1 Co

P
<

mote Port | 24214
dec Media_Payload_PassThrough (0x0000

SCCP StartMediaTransmissionAck

»

@ Transmit IP | 172.18.110.58
'] Status 0Ok (0x00000000)

4___& SCCP SubscribeDtmfPayloadReq

& TLS Application Data

A

& TLS Application Data

A

€. SCCP SubscribeDtmfPayloadRes

>

& TLS Application Data

\ 4

=
)

& TLS Application Data

\ 4

ED

TLS Application Data

\ 4

& TLS Application Data

& Re
I Re
J1 Co

\ 4

P I SCCP StartMediaTransmission
r;ote IP 172.18.110.58

mote Port | 8332

dec Media_Payload_PassThrough (0x0000

SCCP StartMediaTransmissionAck

»

€ Transmit IP | 172.18.110.58
['] Status Ok (0x00000000)

@ SCCP CloseReceiveChannel

A

& TLS Application Data

A

& TLS Application Data

A

@ SCCP StopMediaTransmission

A

& TLS Application Data

A

& TLS Application Data

A

@ SCCP CloseReceiveChannel

A

4__&. SCCP UnSubscribeDtmfPayloadReq

@ SccCP StopMediaTransmission

A

L. SCCP UnSubscribeDtmfPayloadRes _|

@ SCCP CloseReceiveChannel

A

& TLS Application Data

0102)

0102)

A

& TLS Application Data

A

Frame 628 |
2019-05-02T719:48:02.8459497

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 630 |
2019-05-02T719:48:02.8469567

Frame 631 |
2019-05-02719:48:02.846956Z

Frame 632 |
2019-05-02T719:48:02.8469567

Frame 634 |
2019-05-02719:48:02.847948Z7

Frame 635 |
2019-05-02T719:48:02.870941Z

Frame 637 |
2019-05-02T719:48:02.871948Z

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

Frame 640 |
2019-05-02T19:48:02.872947

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

Frame 643 |
2019-05-02T719:48:20.001998Z7

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

Frame 645 |
2019-05-02T719:48:20.001998Z7

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

Frame 647 |
2019-05-02T19:48:20.00299Z

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

Frame 653 |
2019-05-02T719:48:20.004989Z

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

Frame 656 |
2019-05-02T19:48:20.0079957
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A

@ ScCP StopMediaTransmission

'+ SCCP TLS Phone

4 TLS Application Data

A

& TLS Application Data

A

A

¢

A

@ SCCP CloseReceiveChannel

&4 SCCP UnSubscribeDtmfPayloadReq

@ SCCP StopMediaTransmission

%, SCCP UnSubscribeDtmfPayloadRes

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

Frame 658 |
2019-05-02T719:48:20.007995Z

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

Frame 660 |
2019-05-02T719:48:20.007995Z

¥ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec
change

Frame 665 |
2019-05-02T19:48:20.008986Z
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