Exploring sccp_inbound_call.pcapng
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€. SCCP Phone A

{

sccp_inbound_call.pcapng

[] SCCP CallState

{

\ 4

[7] State | RingIn (0x00000004)
¢ CallRef | 28117874

€. SCCP SelectSoftKeys

[] SCCP DisplayPromptStatusV2

[] SCCP Callinfov2

\ 4

[] Type InBoundCall (0x00000001)
& Security | Unknown (0x00000000)
&, Calling | 8003

€, Called | 8001

. SCCP SetRinger

A 4

&) Ring | RingOff (0x00000001)

€. SCCP SetSpeakerMode

» SCCP SetLamp
¢ Lamp | On (0x00000002)

[] SCCP CallState

[] State | OffHook (0x00000001)
/& CallRef | 28117874
/& CallRef | 28117874
/& CallRef | 28117874
/& CallRef | 28117874
/& CallRef | 28117874

[] SCCP CallState

A 4

[] State | Connected (0x00000005)
¢ CallRef | 28117874
(¥ CallRef | 28117874
(¥ CallRef | 28117874
/4 CallRef 28117874

€. SCCP MediaPathEvent

\ 4

SCCP OpenReceiveChannelAck

A

[] Status = Ok (0x00000000)
@ IP 14.50.224.5
[F] Port | 31926

J1 SCCP StartMediaTransmission

@ Remote IP | 192.168.182.130
7] Remote Port | 24584

I Codec Media_Payload_G722_64k (0x00000006)

[] SCCP Callinfov2

\ 4

[] Type InBoundCall (0x00000001)

4 Security | NotAuthenticated (0x00000001)
$, Calling | 8003

€, Called | 8001

SCCP StartMediaTransmissionAck

A 4

A

@ Transmit IP | 14.50.224.5
'] Status Ok (0x00000000)

@ SCCP CloseReceiveChannel

\ 4

@ sccP StopMediaTransmission
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¢ CUCM pushes call state to
phone — OffHook/Proceed/
RingOut/Connected/OnHook;
phone updates display and soft
keys accordingly

Frame 2 |
2015-05-04T14:29:36.297973Z

Frame 3|
2015-05-04T14:29:36.297973Z

¢ CUCM sends caller/called party
info for phone display; callType
(InBound/OutBound) and security
status (Authenticated/Encrypted)
update the lock icon

¥ CUCM controls the physical
ringer — RingOff on answer/cancel,
InsideRing for internal calls,
OutsideRing for external; distinctive
ring identifies call source

Frame 6 |

2015-05-04T14:29:37.3209827

Frame 7 |
2015-05-04T14:29:37.320982Z

¢ CUCM pushes call state to
phone — OffHook/Proceed/
RingOut/Connected/OnHook;
phone updates display and soft
keys accordingly

Frame 9 |
2015-05-04T14:29:37.365978Z

Frame 10 |
2015-05-04T14:29:37.4449697

¢ CUCM tells phone where to
send RTP — remote IP:port is the
other phone's receive address;
codec must match the negotiated

type

¢ CUCM sends caller/called party
info for phone display; callType
(InBound/OutBound) and security
status (Authenticated/Encrypted)
update the lock icon

Frame 13|
2015-05-04T14:29:37.7469557

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change

¢ CUCM tears down the RTP
channel — phone stops
sending/receiving media; happens
on call disconnect, hold, or codec

change
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@ scCP StopTone Frame 16 |

2015-05-04T14:29:42.385966Z
["] SCCP CallState ¢ CUCM pushes call state to

¢ CallRef | 28117874 phone — OffHook/Proceed/
RingOut/Connected/OnHook;

phone updates display and soft

\ 4

[[] State | OnHook (0x00000002)

¢ CallRef | 28117874 keys accordingly
& CallRef | 0O
¢ CallRef | 0
R & SCCP MediapathEvent Frame 18 |
2015-05-04T14:29:42.494969Z
. SCCP KeepAliveReq Frame 19 |
2015-05-04T14:29:46.66296Z
% SCCP KeepAliveAck Frame 20 |

2015-05-04T14:29:46.66296Z
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	🎵 SCCP StartMediaTransmission

