
Exploring mongo_auth_fail.pcapng

💻 Client 🗄 DB Server

📁mongo_auth_fail.pcapng

Frame 1 |

2021-01-18T15:22:41.037157Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 2 |

2021-01-18T15:22:41.050436Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 4 |

2021-01-18T15:22:41.050787Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

Frame 6 |

2021-01-18T15:22:41.066805Z

✅MongoDB Reply

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 7 |

2021-01-18T15:22:41.067754Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 8 |

2021-01-18T15:22:41.067902Z

📨MongoDB OP_MSG

🆔 Request 18467

🆔 Response To 0

Frame 9 |

2021-01-18T15:22:41.067975Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 10 |

2021-01-18T15:22:41.083296Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 12 |

2021-01-18T15:22:41.08702Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 14 |

2021-01-18T15:22:41.093516Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

Frame 15 |

2021-01-18T15:22:41.096782Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

Frame 17 |

2021-01-18T15:22:41.107188Z

✅MongoDB Reply

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 18 |

2021-01-18T15:22:41.107543Z

📨MongoDB OP_MSG

🆔 Request 18467
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Exploring mongo_auth_fail.pcapng

💻 Client 🗄 DB Server

🆔 Response To 0

📊 Command serverStatus

Frame 20 |

2021-01-18T15:22:41.110118Z

✅MongoDB Reply

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 22 |

2021-01-18T15:22:41.12464Z

📨MongoDB OP_MSG

🆔 Request 7

🆔 Response To 18467

📋 Result ok

📋 Value 0

Frame 25 |

2021-01-18T15:22:41.568099Z

🏁 TCP FIN

TCP Segment Len 0

Frame 26 |

2021-01-18T15:22:41.578533Z

📨MongoDB OP_MSG

🆔 Request 8

🆔 Response To 18467

📋 Result ok

📋 Value 0

Frame 27 |

2021-01-18T15:22:41.578651Z

🚫 TCP RST

TCP Segment Len 0

Frame 28 |

2021-01-18T15:22:41.578996Z

🏁 TCP FIN

TCP Segment Len 0

Frame 29 |

2021-01-18T15:22:41.614282Z

🏁 TCP FIN

TCP Segment Len 0

Frame 30 |

2021-01-18T15:22:41.614397Z

🏁 TCP FIN

TCP Segment Len 0

Frame 31 |

2021-01-18T15:22:41.625879Z

🏁 TCP FIN

TCP Segment Len 0

Frame 32 |

2021-01-18T15:22:41.625879Z

🏁 TCP FIN

TCP Segment Len 0
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