
Exploring mongo_delete.pcapng

💻 Client 🗄 DB Server

📁mongo_delete.pcapng

Frame 1 |

2021-01-18T15:42:45.919458Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 2 |

2021-01-18T15:42:45.948982Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 4 |

2021-01-18T15:42:45.94949Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

Frame 6 |

2021-01-18T15:42:45.969335Z

✅MongoDB Reply

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 7 |

2021-01-18T15:42:45.970383Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 8 |

2021-01-18T15:42:45.970383Z

🔗 TCP SYN

Window 64240

MSS Value 1460

Frame 9 |

2021-01-18T15:42:45.970477Z

📨MongoDB OP_MSG

🆔 Request 18467

🆔 Response To 0

Frame 10 |

2021-01-18T15:42:45.983799Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 12 |

2021-01-18T15:42:45.98398Z

✅ TCP SYN-ACK

Window 29200

MSS Value 1460

Frame 14 |

2021-01-18T15:42:45.993937Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

Frame 15 |

2021-01-18T15:42:45.994836Z

🔍MongoDB Query

🆔 Request 41

🗂 fullCollectionName admin.$cmd

🗄 Database Name admin

🗂 Collection Name $cmd

🤝 Command ismaster

🔐 Command saslStart

Frame 18 |

2021-01-18T15:42:46.010071Z

✅MongoDB Reply

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 19 |

2021-01-18T15:42:46.010418Z

✅MongoDB Reply
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Exploring mongo_delete.pcapng

💻 Client 🗄 DB Server

🆔 Response To 41

🔗 Cursor ID 0

🔢 Number Returned 1

📋 Result ok

📋 Value 1

Frame 20 |

2021-01-18T15:42:46.020544Z

📨MongoDB OP_MSG

🆔 Request 18467

🆔 Response To 0

🔐 Command saslContinue

Frame 22 |

2021-01-18T15:42:46.036478Z

📨MongoDB OP_MSG

🆔 Request 58

🆔 Response To 18467

📋 Result ok

📋 Value 1

Frame 23 |

2021-01-18T15:42:46.036825Z

📨MongoDB OP_MSG

🆔 Request 6334

🆔 Response To 0

❌ Command delete

📦 SeqID deletes

Frame 24 |

2021-01-18T15:42:46.048201Z

📨MongoDB OP_MSG

🆔 Request 59

🆔 Response To 6334

📋 Result ok

📋 Value 1

Frame 27 |

2021-01-18T15:42:46.470852Z

🏁 TCP FIN

TCP Segment Len 0

Frame 28 |

2021-01-18T15:42:46.486949Z

📨MongoDB OP_MSG

🆔 Request 60

🆔 Response To 18467

📋 Result ok

📋 Value 0

Frame 29 |

2021-01-18T15:42:46.487173Z

🚫 TCP RST

TCP Segment Len 0

Frame 30 |

2021-01-18T15:42:46.4874Z

🏁 TCP FIN

TCP Segment Len 0

Frame 31 |

2021-01-18T15:42:46.519764Z

🏁 TCP FIN

TCP Segment Len 0

Frame 32 |

2021-01-18T15:42:46.520142Z

🏁 TCP FIN

TCP Segment Len 0

Frame 33 |

2021-01-18T15:42:46.537381Z

🏁 TCP FIN

TCP Segment Len 0

Frame 34 |

2021-01-18T15:42:46.537381Z

🏁 TCP FIN

TCP Segment Len 0
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