
Exploring imap4_noop.pcapng

💻Mail Client 🔍 DNS Resolver 📧Mail Server

📁 imap4_noop.pcapng

Frame 1 |

2021-01-20T14:01:11.251158Z

🔍 DNS Query

🔍 Name mail.njrusmc.net

🏷 Type A (1) (Host Address)

Frame 2 |

2021-01-20T14:01:11.27973Z

✅ DNS Response

🔍 Name mail.njrusmc.net

🏷 Type A (1) (Host Address)

⏱ TTL 10 (10 seconds)

🌐 Address 52.91.199.108

⏱ Response Time 28.572000 milliseconds

Frame 3 |

2021-01-20T14:01:11.28894Z

🔗 TCP (SYN)

📤 Source Port 57536

📥 Destination Port 143

Frame 4 |

2021-01-20T14:01:11.304517Z

🔗 TCP (SYN, ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 5 |

2021-01-20T14:01:11.304631Z

🔗 TCP (ACK)

📤 Source Port 57536

📥 Destination Port 143

Frame 6 |

2021-01-20T14:01:11.324299Z

🔗 TCP (PSH, ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 7 |

2021-01-20T14:01:11.324422Z

🔗 TCP (ACK)

📤 Source Port 57536

📥 Destination Port 143

💡 Query server capabilities —

returns supported extensions

(IDLE, UIDPLUS, NAMESPACE, etc.)

📋 IMAP CAPABILITY

🏷 Request Tag CHIJ0

Frame 9 |

2021-01-20T14:01:11.344234Z

🔗 TCP (ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 10 |

2021-01-20T14:01:11.345112Z

✅ IMAP OK

🏷 Response Tag CHIJ0

📋 Response Command CAPABILITY

⏱ Response Time 20.407000 milliseconds

Frame 11 |

2021-01-20T14:01:11.34523Z

🔗 TCP (ACK)

📤 Source Port 57536

📥 Destination Port 143

💡 Keepalive — also triggers server

to report any pending mailbox

changes (new mail)

💓 IMAP NOOP

🏷 Request Tag CHIJ1

Frame 13 |

2021-01-20T14:01:11.358585Z

🔗 TCP (ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 14 |

2021-01-20T14:01:11.359092Z

✅ IMAP OK

🏷 Response Tag CHIJ1

📋 Response Command NOOP

⏱ Response Time 13.520000 milliseconds

Frame 15 |

2021-01-20T14:01:11.359216Z

🔗 TCP (ACK)

📤 Source Port 57536

📥 Destination Port 143

💡 End IMAP session — server

responds with BYE and closes

connection

🛑 IMAP LOGOUT

🏷 Request Tag CHIJ2
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Exploring imap4_noop.pcapng

💻Mail Client 🔍 DNS Resolver 📧Mail Server

Frame 17 |

2021-01-20T14:01:11.373655Z

🔗 TCP (ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 18 |

2021-01-20T14:01:11.373927Z

✅ IMAP OK

🏷 Response Tag CHIJ2

📋 Response Command LOGOUT

⏱ Response Time 14.456000 milliseconds

Frame 19 |

2021-01-20T14:01:11.374051Z

🔗 TCP (ACK)

📤 Source Port 57536

📥 Destination Port 143

Frame 20 |

2021-01-20T14:01:11.374309Z

🔗 TCP (FIN, ACK)

📤 Source Port 57536

📥 Destination Port 143

Frame 21 |

2021-01-20T14:01:11.374822Z

🔗 TCP (FIN, ACK)

📤 Source Port 143

📥 Destination Port 57536

Frame 22 |

2021-01-20T14:01:11.37489Z

🔗 TCP (FIN, ACK)

📤 Source Port 57536

📥 Destination Port 143

Frame 23 |

2021-01-20T14:01:11.393382Z

🔗 TCP (ACK)

📤 Source Port 143

📥 Destination Port 57536
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