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Frame 1 |
2021-01-20T15:03:17.664664Z

Frame 2|
2021-01-20T15:03:17.685716Z

Frame 3|
2021-01-20T15:03:17.6947727Z

Frame 4 |
2021-01-20T15:03:17.708123Z

Frame 5|
2021-01-20T15:03:17.708264Z

Frame 6 |
2021-01-20T15:03:17.722973Z

Frame 7 |
2021-01-20T15:03:17.723049Z

¢ Query server capabilities —
returns supported extensions
(IDLE, UIDPLUS, NAMESPACE, etc.)

Frame 9|
2021-01-20T15:03:17.736355Z

Frame 10 |
2021-01-20T15:03:17.736778Z

Frame 11 |
2021-01-20T15:03:17.736852Z

¢ Authenticate to the mail server

(credentials sent in cleartext
without TLS)

Frame 13|
2021-01-20T15:03:17.749198Z

Frame 14 |
2021-01-20T15:03:17.761151Z

Frame 15|
2021-01-20T15:03:17.761278Z

¢ Open a mailbox folder for
read/write — server returns
message count and flags
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Frame 17 |
2021-01-20T15:03:17.806524Z

Frame 18 |
2021-01-20T15:03:17.8879427

Frame 19 |
2021-01-20T15:03:17.888447

Frame 20 |
2021-01-20T15:03:17.889321Z

Frame 21 |
2021-01-20T15:03:17.889428Z

¢ Search for messages matching
criteria — returns list of message
sequence numbers

Frame 23 |
2021-01-20T15:03:17.904673Z

¢ Command failed — invalid

credentials, nonexistent mailbox, or
permission denied

Frame 25|
2021-01-20T15:03:17.9050427

¢ End IMAP session — server

responds with BYE and closes
connection

Frame 27 |
2021-01-20T15:03:17.917501Z

Frame 28 |
2021-01-20T15:03:17.9179497

Frame 29 |
2021-01-20T15:03:17.917955Z

Frame 30 |
2021-01-20T15:03:17.918107Z

Frame 31 |
2021-01-20T15:03:17.918107Z

Frame 32 |
2021-01-20T15:03:17.918467Z

Frame 33 |
2021-01-20T15:03:18.1574997
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= Destination Port | 143

& TCP (ACK) Frame 34 |
2021-01-20T15:03:18.17339Z

= Source Port 143

= Destination Port | 58625
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