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©_DNS Query

\ 4

©, Name | mail.njrusmc.net

“_Type | A(1)(Host Address)

(74 DNS Response

) ©, Name mail.njrusmc.net
“_ Type A (1) (Host Address)
TTL 10 (10 seconds)
) Address 52.91.199.108

' Response Time | 53.173000 milliseconds

= Source Po

4

= Destination Port | 25

(¥ TCP (SYN, ACK)

= Source Po

& Source Po

& SMTP

= Destination Port | 56681

= Destination Port | 25

220 Ready

A

= Source Po

= SM]

“_ Response parameter | ip-172-31-91-117.ec2.internal ESMTP Postfix (Ubuntu)

= Destination Port | 25

TP helo

= Source Po

4

“_ Hostname | devbox

= Destination Port | 56681

(¥4 SMTP 250

\ 4

A

= Source Po

['] Response parameter | ip-172-31-91-117.ec2.internal

= Destination Port | 25

@ SMTP QUIT

= Source Po

4

= Destination Port | 56681

Yy SMTP 221 Closing

\ 4

A

= Source Po

= Destination Port | 25

FIN, ACK)

& Source Po

= Destination Port | 25

FIN, ACK)

= Source Po

= Destination Port | 56681

FIN, ACK)

= Source Po

Frame 1 |
2021-01-20T13:30:28.7259937

Frame 2 |
2021-01-20T13:30:28.779166Z

Frame 3|
2021-01-20T13:30:28.78833Z

Frame 4 |
2021-01-20T13:30:28.799993Z

Frame 5|
2021-01-20T13:30:28.80008Z

¢ Server is ready to accept mail —
announces its hostname and
software

Frame 7 |
2021-01-20T13:30:28.827214Z

¢ Client introduces itself to the

mail server; EHLO enables ESMTP
extensions

Frame 9 |
2021-01-20T13:30:28.845997

Frame 10 |
2021-01-20T13:30:28.846225Z

Frame 11 |
2021-01-20T13:30:28.846316Z

Frame 12 |
2021-01-20T13:30:28.846517Z

Frame 13|
2021-01-20T13:30:28.857421Z

¢ Server confirms session end —
TCP connection will close

Frame 15|
2021-01-20T13:30:28.858353Z

Frame 16 |
2021-01-20T13:30:28.858471Z

Frame 17 |
2021-01-20T13:30:28.858716Z

Frame 18 |
2021-01-20T13:30:28.858758Z
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’ = Destination Port | 25

(¥ TCP (ACK)

Page 2

= Source Port

25

= Destination Port

56681

Frame 19 |
2021-01-20T13:30:28.87518Z
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