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©_DNS Query

©, Name | mail.njrusmc.net

A (1) (Host Address)

\ 4

< Type

(74 DNS Response

A

©, Name mail.njrusmec.net
A (1) (Host Address)
10 (10 seconds)

52.91.199.108

. Type
HTTL
) Address

i Response Time | 80.928000 milliseconds

= Source Po

= Destinatior

(& TCP (S

n Port | 25

3YN, ACK)

= Source Po

= Destinatior

= Source Po

= Destinatior

© SMTP

n Port | 25

220 Ready

A

“_ Response parameter | ip-172-31-91-1

= Source Po

= Destinatior

G, SMT

17.ec2.internal ESMTP Postfix (Ubuntu)

n Port | 25

P VRFY

['] Respo

@ Address | wrc

= Source Po

= Destinatior

Q) sMTP

\ 4

ong@njrusmc.net

1 Port | 56676

550 Error

d

l

nse parameter | 5.1.1 <wrong@njrusmc.net>: Reci

= Source Po

= Destination Port | 25

@ SMTP QUIT

pient address rejected: User unknown in local recip

= Source Po

= Destination Port | 56676

Yy SMTP 221 Closing

\ 4

A

FIN, ACK)

= Source Po

= Source Po

= Source Po

= Destination Port | 56676

= Destination Port = 25

= Destination Port | 25

FIN, ACK)

= Source Po

ient table

Frame 1|
2021-01-20T13:27:01.092417Z2

Frame 2|
2021-01-20T13:27:01.173345Z

Frame 3|
2021-01-20T13:27:01.185573Z

Frame 4 |
2021-01-20T13:27:01.200356Z

Frame 5|
2021-01-20T13:27:01.200556Z

¢ Server is ready to accept mail —
announces its hostname and
software

Frame 7 |
2021-01-20T13:27:01.213002Z

¢ Verify if a mailbox exists on this
server (often disabled for
anti-spam)

Frame 9 |
2021-01-20T13:27:01.229146Z

¢ Permanent failure — address

rejected, policy violation, or server
error

Frame 11 |
2021-01-20T13:27:01.23082Z

Frame 12 |
2021-01-20T13:27:01.23111Z

Frame 13|
2021-01-20T13:27:01.246861Z

¢ Server confirms session end —
TCP connection will close

Frame 15|
2021-01-20T13:27:01.247296Z

Frame 16 |
2021-01-20T13:27:01.247514Z

Frame 17 |
2021-01-20T13:27:01.247514Z2

Frame 18 |
2021-01-20T13:27:01.24774Z
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’ = Destination Port |

25

/¥ TCP (FIN, ACK)

= Source Port

56676

= Destination Port

25

(¥ TCP (ACK)

Page 2

= Source Port

25

= Destination Port

56676

Frame 19 |
2021-01-20T13:27:01.483411Z

Frame 20 |
2021-01-20T13:27:01.497075Z
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