
Exploring ipv6_extheader_ah_v6v4.pcapng

🖥 R1 🖥 R4

📁 ipv6_extheader_ah_v6v4.pcapng

Frame 1 |

2021-07-13T11:11:22.994484Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 2 |

2021-07-13T11:11:22.998134Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 3 |

2021-07-13T11:11:23.002368Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001

Frame 4 |

2021-07-13T11:11:23.012708Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 5 |

2021-07-13T11:11:23.013227Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000002

Frame 6 |

2021-07-13T11:11:23.013448Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000002

Frame 7 |

2021-07-13T11:11:23.013634Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000003

Frame 8 |

2021-07-13T11:11:23.013752Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI cfdb89d641fdf0b1

🤝 Responder SPI a8a50b75ed397378

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000003

Frame 9 |

2021-07-13T11:11:23.282359Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 3066d9e4bb355d44

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 10 |

2021-07-13T11:11:23.286215Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 3066d9e4bb355d44

🤝 Responder SPI 07e5028e37cefe24

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 11 |

2021-07-13T11:11:23.290551Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 3066d9e4bb355d44

🤝 Responder SPI 07e5028e37cefe24

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001
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Exploring ipv6_extheader_ah_v6v4.pcapng

🖥 R1 🖥 R4

Frame 12 |

2021-07-13T11:11:23.295538Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 3066d9e4bb355d44

🤝 Responder SPI 07e5028e37cefe24

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 13 |

2021-07-13T11:11:33.091966Z

📡 ICMP Echo Request

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 0 (0x0000)

Frame 14 |

2021-07-13T11:11:33.092154Z

✅ ICMP Echo Reply

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 0 (0x0000)

Request frame 13

Frame 15 |

2021-07-13T11:11:33.098264Z

📡 ICMP Echo Request

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 1 (0x0001)

Frame 16 |

2021-07-13T11:11:33.098565Z

✅ ICMP Echo Reply

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 1 (0x0001)

Request frame 15

Frame 17 |

2021-07-13T11:11:33.104004Z

📡 ICMP Echo Request

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 2 (0x0002)

Frame 18 |

2021-07-13T11:11:33.10422Z

✅ ICMP Echo Reply

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 2 (0x0002)

Request frame 17

Frame 19 |

2021-07-13T11:11:33.105978Z

📡 ICMP Echo Request

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 3 (0x0003)

Frame 20 |

2021-07-13T11:11:33.106098Z

✅ ICMP Echo Reply

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 3 (0x0003)

Request frame 19

Frame 21 |

2021-07-13T11:11:33.11057Z

📡 ICMP Echo Request

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 4 (0x0004)

Frame 22 |

2021-07-13T11:11:33.110787Z

✅ ICMP Echo Reply

Time to Live 255

Identifier (BE) 1 (0x0001)

Sequence Number (BE) 4 (0x0004)

Request frame 21
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