
Exploring ipv6_extheader_ah_v6v6.pcapng

🖥 R1 🖥 R4

📁 ipv6_extheader_ah_v6v6.pcapng

Frame 1 |

2021-07-13T11:10:08.960229Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 2 |

2021-07-13T11:10:08.967392Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 3 |

2021-07-13T11:10:08.971508Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001

Frame 4 |

2021-07-13T11:10:08.977844Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 5 |

2021-07-13T11:10:08.978558Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000002

Frame 6 |

2021-07-13T11:10:08.979011Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000002

Frame 7 |

2021-07-13T11:10:08.979267Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000003

Frame 8 |

2021-07-13T11:10:08.979424Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI bbbf465307e51bb2

🤝 Responder SPI 3d1e481309366549

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000003

Frame 9 |

2021-07-13T11:10:09.408289Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 46779956426c1074

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 10 |

2021-07-13T11:10:09.412264Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 46779956426c1074

🤝 Responder SPI 4a9011c74d9c4c18

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 11 |

2021-07-13T11:10:09.415684Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 46779956426c1074

🤝 Responder SPI 4a9011c74d9c4c18

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001
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Exploring ipv6_extheader_ah_v6v6.pcapng

🖥 R1 🖥 R4

Frame 12 |

2021-07-13T11:10:09.423178Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 46779956426c1074

🤝 Responder SPI 4a9011c74d9c4c18

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 13 |

2021-07-13T11:10:24.378597Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 12

⛓ Next Header ICMPv6 (58)

Frame 14 |

2021-07-13T11:10:24.378906Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 13

⛓ Next Header ICMPv6 (58)

Frame 15 |

2021-07-13T11:10:24.385214Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 13

⛓ Next Header ICMPv6 (58)

Frame 16 |

2021-07-13T11:10:24.385605Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 14

⛓ Next Header ICMPv6 (58)

Frame 17 |

2021-07-13T11:10:24.391434Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 14

⛓ Next Header ICMPv6 (58)

Frame 18 |

2021-07-13T11:10:24.39173Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 15

⛓ Next Header ICMPv6 (58)

Frame 19 |

2021-07-13T11:10:24.397439Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 15

⛓ Next Header ICMPv6 (58)

Frame 20 |

2021-07-13T11:10:24.397796Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 16

⛓ Next Header ICMPv6 (58)

Frame 21 |

2021-07-13T11:10:24.402934Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 16

⛓ Next Header ICMPv6 (58)

Frame 22 |

2021-07-13T11:10:24.403192Z

🔒 IPv6 AH

⛓ Next Header Authentication Header (51)

AH Sequence 17

⛓ Next Header ICMPv6 (58)
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