
Exploring ipv6_extheader_esp_v6v4.pcapng

🖥 R1 🖥 R2

📁 ipv6_extheader_esp_v6v4.pcapng

Frame 1 |

2021-07-13T11:16:46.54583Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 2 |

2021-07-13T11:16:46.549524Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 3 |

2021-07-13T11:16:46.553031Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001

Frame 4 |

2021-07-13T11:16:46.55975Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 5 |

2021-07-13T11:16:46.56021Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000002

Frame 6 |

2021-07-13T11:16:46.560623Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000002

Frame 7 |

2021-07-13T11:16:46.560739Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000003

Frame 8 |

2021-07-13T11:16:46.566911Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI 27c050f88ca64cfb

🤝 Responder SPI 2ab2786ddb64e93a

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000003

Frame 9 |

2021-07-13T11:16:46.880543Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI bcd3464212024540

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 10 |

2021-07-13T11:16:46.888505Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI bcd3464212024540

🤝 Responder SPI f79a6a18b4e539d3

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 11 |

2021-07-13T11:16:46.896093Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI bcd3464212024540

🤝 Responder SPI f79a6a18b4e539d3

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001
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Exploring ipv6_extheader_esp_v6v4.pcapng

🖥 R1 🖥 R2

Frame 12 |

2021-07-13T11:16:46.902643Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI bcd3464212024540

🤝 Responder SPI f79a6a18b4e539d3

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001
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