
Exploring ipv6_extheader_esp_v6v6.pcapng

🖥 R1 🖥 R2

📁 ipv6_extheader_esp_v6v6.pcapng

Frame 1 |

2021-07-13T11:17:48.435809Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 2 |

2021-07-13T11:17:48.440669Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 3 |

2021-07-13T11:17:48.445434Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001

Frame 4 |

2021-07-13T11:17:48.451718Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001

Frame 5 |

2021-07-13T11:17:48.452216Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000002

Frame 6 |

2021-07-13T11:17:48.452423Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000002

Frame 7 |

2021-07-13T11:17:48.452605Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000003

Frame 8 |

2021-07-13T11:17:48.452771Z

ℹ🔒 IKEv2 INFORMATIONAL

🆔 Initiator SPI c6f191bb31aa2ddc

🤝 Responder SPI 45e40136d6215c6b

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000003

Frame 9 |

2021-07-13T11:17:48.716798Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI e42db7c520fc85a4

🤝 Responder SPI 0000000000000000

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000000

Frame 10 |

2021-07-13T11:17:48.721676Z

🔐🤝 IKEv2 IKE_SA_INIT

🆔 Initiator SPI e42db7c520fc85a4

🤝 Responder SPI 4f555b26d405e2ec

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000000

Frame 11 |

2021-07-13T11:17:48.726464Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI e42db7c520fc85a4

🤝 Responder SPI 4f555b26d405e2ec

Flags 0x08 (Initiator, No higher version, Request)

Message ID 0x00000001
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Exploring ipv6_extheader_esp_v6v6.pcapng

🖥 R1 🖥 R2

Frame 12 |

2021-07-13T11:17:48.731846Z

🔑✅ IKEv2 IKE_AUTH

🆔 Initiator SPI e42db7c520fc85a4

🤝 Responder SPI 4f555b26d405e2ec

Flags 0x20 (Responder, No higher version, Response)

Message ID 0x00000001
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