Exploring ftps_pas_put.pcapng

‘= Client M Server
N N
ftps_pas_put.pcapng
(oz TCP !SYN! Frame 1 |

---------------------------------------------------------------------------------------------------- > 2019-04-02T15:40:33.725506Z
___________________________________ GTCP(SYNACK) o Frame 2|

N 2019-04-02T15:40:33.72654Z

v FTP 220 Ready ¢ Server is ready — announces

A

" (vsFTPd 3.0.3) software version and capabilities

< FTP FEAT Frame 6 |
“““““““““““““““““““““““““““““““ > 2019-04-02T15:40:33.736259Z
~ A FTP 211 Frame 8 |
- E : 2019-04-02T15:40:33.737808Z
[[] Features:
CWD
4 FTP AUTH ¢ Upgrade to TLS/SSL encryption

\ 4

— all subsequent commands and

&’ Method | TLS
data are protected

& FTP 234 AUTH OK Frame 22 |
2019-04-02T15:40:33.74102Z

A

[7] Proceed with negotiation.

¥ TLS Client Hello - ¢ TLS handshake: client and
Version TLS 1.2 (0x0303) ser;/er negotiate version and cipher
suite
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)

Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 (0xc087)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca9)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CCM (0xc0ad)

Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 (0xc073
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 (0xc086)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_CCM (0xc0ac)

Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 (0xc072)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)...

S

~

43 more
~ % TLS Server Hello ¢ TLS handshake: client and
Version TLS 1.2 (0x0303) sert\/er negotiate version and cipher
suite

Cipher Suite | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

40 TLS Certificate Frame 25|
2019-04-02T15:40:33.772981Z

\ 4

L’ TLS New Session Ticket Frame 26 |
2019-04-02T15:40:33.774024Z

A

& TLS Application Data ¢ Encrypted FTP commands and

data — contents not visible without
TLS keys
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Exploring ftps_pas_put.pcapng

= Client M Server
& TLS Application Data N
< & TLS Application Data
& TLS Application Data N
< & TLS Application Data
& TLS Application Data N
< & TLS Application Data
/& TCP (SYN)
.................................................................................................... >
» & TCP (SYN, ACK)
& TLS Application Data N
< & TLS Application Data
& TLS Application Data N
< & TLS Application Data
¢ TCP (FIN, ACK) N
& TLS Application Data N
< & TLS Application Data
& TLS Application Data N
(2 TCP (RST, ACK)
< & TLS Application Data
/& TCP (SYN)
.................................................................................................... ’
» /& TCP (SYN, ACK)
& TLS Application Data N
< & TLS Application Data
¥ TLS Client Hello _
Version TLS 1.2 (0x0303)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 (0xc087)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca9)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CCM (0xc0ad)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 (0xc073)
Cipher Suite | TLS_LECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 (0xc086)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_CCM (0xc0ac)
Cipher Suite | TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
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Frame 41 |
2019-04-02T15:40:33.794741Z2

Frame 42 |
2019-04-02T15:40:33.7953727
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¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

Frame 48 |
2019-04-02T15:40:33.797876Z

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

Frame 52 |
2019-04-02T15:40:33.799737Z

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

Frame 54 |
2019-04-02T15:40:33.800239Z7

Frame 55 |
2019-04-02T15:40:33.8008897

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

¢ TLS handshake: client and
server negotiate version and cipher
suite
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Exploring ftps_pas_put.pcapng

‘= Client

M Server

Cipher Suite
Cipher Suite
Cipher Suite

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 (0xc072
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)...

43 more

~

¥ TLS Server Hello

P
<

Version

Cipher Suite | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

TLS 1.2 (0x0303)

2 TLS Change Cipher Spec

¢ TCP (RST)

¢ TCP (RST)

2 TLS Application Data

¥ TLS Client Hello

Version

Cipher Suite

S

Cipher Suite
Cipher Suite
Cipher Suite

Cipher Suite

S

Cipher Suite
Cipher Suite
Cipher Suite

Cipher Suite

S

Cipher Suite
Cipher Suite
Cipher Suite

Cipher Suite

S

Cipher Suite
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\ 4

TLS 1.2 (0x0303)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 (0xc087)
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca9)
TLS_ECDHE_ECDSA_WITH_AES_256_CCM (0xcOad)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 (0xc073
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 (0xc086)
TLS_ECDHE_ECDSA_WITH_AES_128_CCM (0OxcOac)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 (0xc072)
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)...

~

¢ TLS handshake: client and

server negotiate version and cipher
suite

¢ Switching to negotiated cipher
— all subsequent data is encrypted

Frame 64 |
2019-04-02T15:40:33.804517Z

Frame 67 |
2019-04-02T15:40:33.805549Z

Frame 68 |
2019-04-02T15:40:33.8055927

Frame 69 |
2019-04-02T15:40:33.805646Z
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TLS keys
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¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

Frame 80 |
2019-04-02T15:40:33.81546Z

Frame 81 |
2019-04-02T15:40:33.816196Z

¢ Encrypted FTP commands and

v

data — contents not visible without
TLS keys

¢ Encrypted FTP commands and

data — contents not visible without
TLS keys

¢ TLS handshake: client and

server negotiate version and cipher
suite
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l

| 43 more

d
<

¥ TLS Server Hello

Version

TLS 1.2 (0x0303)

Cipher Suite

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

& TLS Change Cipher Spec

¢ TCP (FIN, ACK)

¢ TCP (FIN, ACK)

& TLS Application Data

& TLS Application Data

& TLS Application Data

/2 TCP (FIN, ACK)

/2 TCP (FIN, ACK)

(¥ TCP (RST)

(¥ TCP (RST)

(¥ TCP (RST)
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¢ TLS handshake: client and
server negotiate version and cipher
suite

¥ Switching to negotiated cipher
— all subsequent data is encrypted

Frame 94 |
2019-04-02T15:40:33.82086Z

Frame 95 |
2019-04-02T15:40:33.821729Z

¥ Encrypted FTP commands and
data — contents not visible without
TLS keys

¢ Encrypted FTP commands and
data — contents not visible without
TLS keys

¥ Encrypted FTP commands and
data — contents not visible without
TLS keys

Frame 102 |
2019-04-02T15:40:33.828095Z

Frame 103 |
2019-04-02T15:40:33.82816Z

Frame 105 |
2019-04-02T715:40:33.829121Z

Frame 106 |
2019-04-02T15:40:33.829192Z7

Frame 107 |
2019-04-02T15:40:33.829697Z
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