
Exploring sftp_get.pcapng

💻 Client 🖥 Server

📁 sftp_get.pcapng

Frame 1 |

2019-04-02T15:32:32.609088Z

🔗 TCP (SYN)

Frame 2 |

2019-04-02T15:32:32.609715Z

🔗 TCP (SYN, ACK)

Frame 4 |

2019-04-02T15:32:32.610295Z

🤝 SSH SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntu0.3

Frame 6 |

2019-04-02T15:32:32.615431Z

🤝 SSH SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntu0.3

Frame 8 |

2019-04-02T15:32:32.616207Z

🔐 SSH Key Exchange Init (20)

Direction Server to Client

Frame 10 |

2019-04-02T15:32:32.618632Z

🔐 SSH Key Exchange Init (20)

Direction Client to Server

Frame 12 |

2019-04-02T15:32:32.662992Z

🔐 SSH Elliptic Curve Diffie-Hellman Key Exchange Init (30)

Direction Client to Server

Frame 14 |

2019-04-02T15:32:32.669382Z

🔐 SSH Elliptic Curve Diffie-Hellman Key Exchange Reply (31)

🔐 SSH New Keys (21)

Direction Server to Client

Frame 15 |

2019-04-02T15:32:32.672986Z

🔐 SSH New Keys (21)

Direction Client to Server

Frame 64 |

2019-04-02T15:32:33.199816Z

🔗 TCP (RST, ACK)
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