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📁 http3_quic.pcapng

💡 DNS A record query — resolve

hostname to IPv4 address (first

step before any HTTP connection)

🔍 DNS Query A

🌐 www.litespeedtech.com

💡 DNS A record query — resolve

hostname to IPv4 address (first

step before any HTTP connection)

🔍 DNS Query A

🌐 www.litespeedtech.com

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-27 (0xff00001b)

🌐 SNI www.litespeedtech.com

📡 ALPN h3-27

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-27 (0xff00001b)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

📋 QUIC draft-27 (0xff00001b)

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-27 (0xff00001b)

📋 Offset 0

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-27 (0xff00001b)

📋 Offset 1211

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-27 (0xff00001b)

📋 Offset 2421

Frame 8 |

2020-11-29T17:29:15.86987Z

✅ QUIC ACK

📋 Largest ACK 1

✅ QUIC ACK

📋 Largest ACK 4

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS
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💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-27 (0xff00001b)

📋 Offset 0

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /

Frame 12 |

2020-11-29T17:29:15.883806Z

✅ QUIC ACK

📋 Largest ACK 0

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

Frame 14 |

2020-11-29T17:29:15.897451Z

✅ QUIC ACK

📋 Largest ACK 6

Frame 15 |

2020-11-29T17:29:15.905197Z

✅ QUIC ACK

📋 Largest ACK 1

Frame 16 |

2020-11-29T17:29:15.905314Z

✅ HTTP/3 200 OK

📦 Content-Type text/html; charset=utf-8

💾 Cache no-store, no-cache, must-revalidate, post-check=0, pre-check=0

📦 Length 12355

🖥 Server LiteSpeed

Frame 17 |

2020-11-29T17:29:15.905449Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 18 |

2020-11-29T17:29:15.905589Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 19 |

2020-11-29T17:29:15.905722Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 20 |

2020-11-29T17:29:15.905861Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 21 |

2020-11-29T17:29:15.906001Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 22 |

2020-11-29T17:29:15.90614Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 23 |

2020-11-29T17:29:15.906182Z

✅ QUIC ACK

📋 Largest ACK 11
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

Frame 24 |

2020-11-29T17:29:15.906276Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 25 |

2020-11-29T17:29:15.906413Z

📦 QUIC STREAM id=0 (1227 bytes)

Frame 26 |

2020-11-29T17:29:15.906504Z

✅ QUIC ACK

📋 Largest ACK 15

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (11867 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (488 bytes)

Frame 29 |

2020-11-29T17:29:15.906807Z

✅ QUIC ACK

📋 Largest ACK 18

Frame 30 |

2020-11-29T17:29:15.923859Z

✅ QUIC ACK

📋 Largest ACK 5

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /templates/lst2017/css/litespeed.min-010419.css

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /modules/mod_sp_k2_featured_slider/assets/css/owl.carousel.css

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /modules/mod_sp_k2_featured_slider/assets/css/style.css

Frame 34 |

2020-11-29T17:29:16.006486Z

📦 QUIC STREAM id=10 (1 bytes)

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /media/jui/js/jquery-noconflict.js?445ba3d10ac7b0b8e903ec0321196cc6

Frame 36 |

2020-11-29T17:29:16.007431Z

📦 QUIC STREAM id=10 (1 bytes)

Frame 37 |📦 QUIC STREAM id=10 (1 bytes)
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Exploring http3_quic.pcapng
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💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

2020-11-29T17:29:16.008295Z

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /media/system/js/caption.js?445ba3d10ac7b0b8e903ec0321196cc6

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/litespeed/LiteSpeed_Logo.svg

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/icons/menu-icon.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/liteSpeed_logo_icon.png

Frame 41 |

2020-11-29T17:29:16.010745Z

📦 QUIC STREAM id=10 (1 bytes)

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/lsc-wp-logo-800x800.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/quic-cloud-logo-512x512.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/cpanel-logo-300x120.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/plesk-logo-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/directadmin-logo-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com
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💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

block others (no head-of-line

blocking at any layer)

📂 Path /images/logos/cyberpanel-logo-300x120.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/digital-ocean-logo-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/aws-logo-300x120.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/gcp-logo-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/azure-logo-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/alibaba-cloud-300x120.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/jelastic-logo-300x120.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/lsws-icon.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/web-adc-logo-icon.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/openlitespeed-icon.png

Frame 51 |

2020-11-29T17:29:16.019884Z

📦 QUIC STREAM id=10 (1 bytes)

💡 HTTP/3 GET over QUIC — each

request uses an independent

📡 HTTP/3 GET
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/hostforweb.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/jumpbg.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/tvc-net.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/ventraip.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/simpleservers.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/logos/ls-quic-icon.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/icons/more.svg

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/charts/wp-benchmark.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/charts/magento2-benchmark.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/knownhost.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

blocking at any layer)📂 Path /images/partners/mddhosting.png

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /media/k2/items/cache/9af1826b772c4d0c3b40cc25c52f7637_M.jpg

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /media/k2/items/cache/3de37b3f2de6564a2ea064ec2afe25d4_M.jpg

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /media/k2/items/cache/52847945d34c24d045f4f6bfeae5a17d_M.jpg

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/a2hosting.png

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/partners/turhost.png

Frame 59 |

2020-11-29T17:29:16.039879Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 60 |

2020-11-29T17:29:16.040969Z

📦 QUIC STREAM id=10 (4 bytes)

Frame 61 |

2020-11-29T17:29:16.044334Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 62 |

2020-11-29T17:29:16.045856Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 63 |

2020-11-29T17:29:16.049699Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 64 |

2020-11-29T17:29:16.050028Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 65 |

2020-11-29T17:29:16.051211Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 66 |

2020-11-29T17:29:16.051885Z

📦 QUIC Data PKN=20

Frame 67 |

2020-11-29T17:29:16.052097Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type text/css

📦 Length 469
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

🖥 Server LiteSpeed

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type text/css

📦 Length 929

🖥 Server LiteSpeed

Frame 68 |

2020-11-29T17:29:16.052146Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type application/x-javascript

📦 Length 21

🖥 Server LiteSpeed

Frame 69 |

2020-11-29T17:29:16.052149Z

📦 QUIC STREAM id=11 (25 bytes)

Frame 70 |

2020-11-29T17:29:16.052204Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 169

🖥 Server LiteSpeed

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 6012

🖥 Server LiteSpeed

Frame 71 |

2020-11-29T17:29:16.052289Z

📦 QUIC STREAM id=32 (1226 bytes)

Frame 72 |

2020-11-29T17:29:16.05236Z

📦 QUIC STREAM id=32 (1226 bytes)

Frame 73 |

2020-11-29T17:29:16.052373Z

📦 QUIC STREAM id=10 (4 bytes)

Frame 74 |

2020-11-29T17:29:16.052429Z

📦 QUIC STREAM id=32 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (5735 bytes)

Frame 76 |

2020-11-29T17:29:16.052586Z

✅ HTTP/3 200 OK
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 11112

🖥 Server LiteSpeed

Frame 77 |

2020-11-29T17:29:16.052651Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 78 |

2020-11-29T17:29:16.052736Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 79 |

2020-11-29T17:29:16.052806Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 80 |

2020-11-29T17:29:16.052875Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 81 |

2020-11-29T17:29:16.052956Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 82 |

2020-11-29T17:29:16.053029Z

📦 QUIC STREAM id=36 (1226 bytes)

Frame 83 |

2020-11-29T17:29:16.0531Z

📦 QUIC STREAM id=36 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (10651 bytes)

Frame 85 |

2020-11-29T17:29:16.053254Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 10105

🖥 Server LiteSpeed

Frame 86 |

2020-11-29T17:29:16.05332Z

📦 QUIC STREAM id=40 (1226 bytes)

Frame 87 |

2020-11-29T17:29:16.053402Z

📦 QUIC STREAM id=40 (1226 bytes)

Frame 88 |

2020-11-29T17:29:16.053462Z

📦 QUIC STREAM id=40 (1226 bytes)

Frame 89 |

2020-11-29T17:29:16.053545Z

📦 QUIC STREAM id=40 (1226 bytes)

Frame 90 |

2020-11-29T17:29:16.053637Z

📦 QUIC STREAM id=40 (1226 bytes)

Frame 91 |

2020-11-29T17:29:16.053695Z

📦 QUIC STREAM id=40 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

📦 HTTP/3 DATA (9241 bytes)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

the same QUIC stream as the

HEADERS, independently of other

requests

Frame 93 |

2020-11-29T17:29:16.053845Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 2770

🖥 Server LiteSpeed

Frame 94 |

2020-11-29T17:29:16.053914Z

📦 QUIC STREAM id=44 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2711 bytes)

Frame 96 |

2020-11-29T17:29:16.054068Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 2391

🖥 Server LiteSpeed

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2284 bytes)

Frame 98 |

2020-11-29T17:29:16.054218Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 2537

🖥 Server LiteSpeed

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2288 bytes)

Frame 100 |

2020-11-29T17:29:16.055647Z

📦 QUIC STREAM id=10 (8 bytes)

Frame 101 |

2020-11-29T17:29:16.055658Z

✅ QUIC ACK

📋 Largest ACK 52

Frame 102 |📦 QUIC STREAM id=10 (2 bytes)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

2020-11-29T17:29:16.057526Z

Frame 103 |

2020-11-29T17:29:16.058621Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 3978

🖥 Server LiteSpeed

Frame 104 |

2020-11-29T17:29:16.058695Z

📦 QUIC STREAM id=56 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (3372 bytes)

Frame 106 |

2020-11-29T17:29:16.058842Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 3333

🖥 Server LiteSpeed

Frame 107 |

2020-11-29T17:29:16.058917Z

📦 QUIC STREAM id=60 (1226 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (3015 bytes)

Frame 109 |

2020-11-29T17:29:16.059066Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 4501

🖥 Server LiteSpeed

Frame 110 |

2020-11-29T17:29:16.059144Z

📦 QUIC STREAM id=64 (1225 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (3299 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (1202 bytes)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

Frame 113 |

2020-11-29T17:29:16.059357Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 3925

🖥 Server LiteSpeed

Frame 114 |

2020-11-29T17:29:16.059432Z

📦 QUIC STREAM id=68 (1225 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (3640 bytes)

Frame 116 |

2020-11-29T17:29:16.059576Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 3024

🖥 Server LiteSpeed

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2107 bytes)

Frame 118 |

2020-11-29T17:29:16.059733Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 2797

🖥 Server LiteSpeed

Frame 119 |

2020-11-29T17:29:16.059799Z

📦 QUIC STREAM id=76 (1225 bytes)

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2653 bytes)

Frame 121 |

2020-11-29T17:29:16.05995Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 4135

🖥 Server LiteSpeed

Frame 122 |📦 QUIC STREAM id=80 (1226 bytes)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

2020-11-29T17:29:16.060028Z

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (2449 bytes)

Frame 124 |

2020-11-29T17:29:16.060174Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 18070

🖥 Server LiteSpeed

Frame 125 |

2020-11-29T17:29:16.06025Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 7348

🖥 Server LiteSpeed

Frame 126 |

2020-11-29T17:29:16.060307Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 23367

🖥 Server LiteSpeed

Frame 127 |

2020-11-29T17:29:16.064302Z

📦 QUIC STREAM id=10 (12 bytes)

Frame 128 |

2020-11-29T17:29:16.06629Z

📦 QUIC STREAM id=10 (4 bytes)

Frame 129 |

2020-11-29T17:29:16.066306Z

✅ QUIC ACK

📋 Largest ACK 76

Frame 130 |

2020-11-29T17:29:16.066667Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 131 |

2020-11-29T17:29:16.067526Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 132 |

2020-11-29T17:29:16.070435Z

📦 QUIC STREAM id=10 (2 bytes)

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-29 (0xff00001d)

🌐 SNI www.google.com

📡 ALPN h3-29
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /templates/lst2017/css/uikit.docs.min.css

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /templates/lst2017/css/components/slideshow.min.css

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /templates/lst2017/css/components/progress.min.css

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /templates/lst2017/css/icomoon.css

Frame 137 |

2020-11-29T17:29:16.074685Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 138 |

2020-11-29T17:29:16.075972Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 139 |

2020-11-29T17:29:16.084191Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 5490

🖥 Server LiteSpeed

Frame 140 |

2020-11-29T17:29:16.105127Z

✅ QUIC ACK

📋 Largest ACK 77

Frame 141 |

2020-11-29T17:29:16.107882Z

✅ HTTP/3 200 OK

💾 Cache public, max-age=604800

📦 Content-Type image/png

📦 Length 6094

🖥 Server LiteSpeed

Frame 142 |

2020-11-29T17:29:16.108488Z

✅ QUIC ACK

📋 Largest ACK 55

Frame 143 |

2020-11-29T17:29:16.108881Z

📦 QUIC STREAM id=7 (9 bytes)

Frame 144 |

2020-11-29T17:29:16.108884Z

📦 QUIC STREAM id=11 (24 bytes)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

Frame 145 |

2020-11-29T17:29:16.109121Z

✅ QUIC ACK

📋 Largest ACK 79

Frame 146 |

2020-11-29T17:29:16.109475Z

✅ QUIC ACK

📋 Largest ACK 81

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-29 (0xff00001d)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

Frame 148 |

2020-11-29T17:29:16.112987Z

✅ QUIC ACK

📋 Largest ACK 1

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 1316

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 2631

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

Frame 153 |

2020-11-29T17:29:16.118627Z

✅ QUIC ACK

📋 Largest ACK 2

Frame 154 |

2020-11-29T17:29:16.122369Z

✅ QUIC ACK

📋 Largest ACK 4

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/icons/newslogo.png

Frame 158 |

2020-11-29T17:29:16.127834Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 159 |

2020-11-29T17:29:16.129298Z

✅ QUIC ACK

📋 Largest ACK 58

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.litespeedtech.com

📂 Path /images/slideshow/http3-banner.svg

Frame 161 |

2020-11-29T17:29:16.135449Z

📦 QUIC STREAM id=10 (3 bytes)

Frame 162 |

2020-11-29T17:29:16.140792Z

✅ QUIC ACK

📋 Largest ACK 60

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

💡 Server confirms handshake

complete — client can now discard

handshake keys and send 1-RTT

application data; the QUIC

connection is fully established

✅ QUIC Handshake Done

Frame 165 |

2020-11-29T17:29:16.143809Z

✅ QUIC ACK

📋 Largest ACK 7

Frame 166 |

2020-11-29T17:29:16.147613Z

✅ QUIC ACK

📋 Largest ACK 62

Frame 167 |

2020-11-29T17:29:16.148208Z

✅ QUIC ACK

📋 Largest ACK 84

Frame 168 |

2020-11-29T17:29:16.267427Z

📦 QUIC Data PKN=4

💡 HTTP/3 settings exchange —⚙ HTTP/3 SETTINGS
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

Frame 170 |

2020-11-29T17:29:16.281587Z

✅ QUIC ACK

📋 Largest ACK 4

Frame 171 |

2020-11-29T17:29:16.414043Z

📦 QUIC Data PKN=6

Frame 172 |

2020-11-29T17:29:16.414101Z

📦 QUIC Data PKN=5

Frame 173 |

2020-11-29T17:29:16.433018Z

✅ QUIC ACK

📋 Largest ACK 6

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-29 (0xff00001d)

🌐 SNI googleads.g.doubleclick.net

📡 ALPN h3-29

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-29 (0xff00001d)

🌐 SNI www.google-analytics.com

📡 ALPN h3-29

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-29 (0xff00001d)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-29 (0xff00001d)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

Frame 178 |

2020-11-29T17:29:16.513948Z

✅ QUIC ACK

📋 Largest ACK 1

Frame 179 |

2020-11-29T17:29:16.51455Z

✅ QUIC ACK

📋 Largest ACK 1

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 1316

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 2631

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 1316

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 2631

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

Frame 188 |

2020-11-29T17:29:16.518994Z

✅ QUIC ACK

📋 Largest ACK 2

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

decoded with keylog📋 Offset 0

Frame 191 |

2020-11-29T17:29:16.527373Z

✅ QUIC ACK

📋 Largest ACK 4

Frame 192 |

2020-11-29T17:29:16.527383Z

✅ QUIC ACK

📋 Largest ACK 4

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority googleads.g.doubleclick.net

Frame 196 |

2020-11-29T17:29:16.532457Z

📤 HTTP/3 POST

🏠 Authority www.google-analytics.com

📦 Content-Type text/plain

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

💡 Server confirms handshake

complete — client can now discard

handshake keys and send 1-RTT

application data; the QUIC

connection is fully established

✅ QUIC Handshake Done

Frame 199 |

2020-11-29T17:29:16.550875Z

✅ QUIC ACK

📋 Largest ACK 2

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

💡 Server confirms handshake

complete — client can now discard

✅ QUIC Handshake Done
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

handshake keys and send 1-RTT

application data; the QUIC

connection is fully established

Frame 202 |

2020-11-29T17:29:16.550969Z

✅ QUIC ACK

📋 Largest ACK 2

Frame 203 |

2020-11-29T17:29:16.551629Z

✅ QUIC ACK

📋 Largest ACK 8

Frame 204 |

2020-11-29T17:29:16.552246Z

✅ QUIC ACK

📋 Largest ACK 8

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 QPACK decoder stream —

acknowledges received header

table entries so encoder can evict

safely

🗜 HTTP/3 QPACK Decoder

💡 QPACK decoder stream —

acknowledges received header

table entries so encoder can evict

safely

🗜 HTTP/3 QPACK Decoder

Frame 209 |

2020-11-29T17:29:16.611694Z

✅ HTTP/3 200 OK

💾 Cache no-cache, no-store, must-revalidate

📦 Content-Type text/plain

🖥 Server Golfe2

📦 Length 2

Frame 210 |

2020-11-29T17:29:16.611948Z

📦 QUIC STREAM id=0 (0 bytes)

Frame 211 |

2020-11-29T17:29:16.612558Z

✅ QUIC ACK

📋 Largest ACK 11

Frame 212 |

2020-11-29T17:29:16.616322Z

✅ HTTP/3 200 OK
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

💾 Cache no-cache, must-revalidate

📦 Content-Type text/javascript; charset=UTF-8

🖥 Server cafe

📦 Length 1047

💡 HTTP/3 DATA frame carries the

response body — transmitted on

the same QUIC stream as the

HEADERS, independently of other

requests

📦 HTTP/3 DATA (1047 bytes)

Frame 214 |

2020-11-29T17:29:16.616667Z

📦 QUIC STREAM id=0 (0 bytes)

Frame 215 |

2020-11-29T17:29:16.617349Z

✅ QUIC ACK

📋 Largest ACK 12

Frame 216 |

2020-11-29T17:29:16.625665Z

📦 QUIC STREAM id=0 (11 bytes)

Frame 217 |

2020-11-29T17:29:16.62568Z

📦 QUIC STREAM id=6 (19 bytes)

📦 QUIC STREAM id=0 (1304 bytes)

💡 QPACK decoder stream —

acknowledges received header

table entries so encoder can evict

safely

🗜 HTTP/3 QPACK Decoder

💡 QPACK decoder stream —

acknowledges received header

table entries so encoder can evict

safely

🗜 HTTP/3 QPACK Decoder

Frame 220 |

2020-11-29T17:29:16.669991Z

✅ QUIC ACK

📋 Largest ACK 14

Frame 221 |

2020-11-29T17:29:16.670527Z

✅ QUIC ACK

📋 Largest ACK 13

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-29 (0xff00001d)

🌐 SNI stats.g.doubleclick.net

📡 ALPN h3-29

Frame 223 |

2020-11-29T17:29:16.723811Z

✅ QUIC ACK

📋 Largest ACK 8

💡 QPACK decoder stream —

acknowledges received header

🗜 HTTP/3 QPACK Decoder
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

table entries so encoder can evict

safely

Frame 225 |

2020-11-29T17:29:16.745894Z

✅ QUIC ACK

📋 Largest ACK 11

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-29 (0xff00001d)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

📋 QUIC draft-29 (0xff00001d)

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 1179

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

Frame 229 |

2020-11-29T17:29:16.749681Z

✅ QUIC ACK

📋 Largest ACK 6

Frame 230 |

2020-11-29T17:29:16.750568Z

✅ QUIC ACK

📋 Largest ACK 1

✅ QUIC ACK

📋 Largest ACK 4

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

Frame 233 |

2020-11-29T17:29:16.752953Z

📤 HTTP/3 POST

🏠 Authority stats.g.doubleclick.net

📂 Path /j/collect?t=dc&aip=1&_r=3&v=1&_v=j87&tid=UA-49122931-1&cid=333940912.1606670763&jid=691812132&gjid=784645684&_gid=1958431518.1606670763&_u=QACAAAAAAAAAAC~&z=

398162132
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

📦 Content-Type text/plain

Frame 234 |

2020-11-29T17:29:16.774542Z

📦 QUIC Data PKN=8

Frame 235 |

2020-11-29T17:29:16.774604Z

📦 QUIC STREAM id=10 (1 bytes)

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

💡 Server confirms handshake

complete — client can now discard

handshake keys and send 1-RTT

application data; the QUIC

connection is fully established

✅ QUIC Handshake Done

Frame 238 |

2020-11-29T17:29:16.783887Z

✅ QUIC ACK

📋 Largest ACK 2

Frame 239 |

2020-11-29T17:29:16.787667Z

✅ QUIC ACK

📋 Largest ACK 8

Frame 240 |

2020-11-29T17:29:16.800771Z

✅ QUIC ACK

📋 Largest ACK 8

Frame 241 |

2020-11-29T17:29:16.809794Z

✅ HTTP/3 200 OK

💾 Cache no-cache, no-store, must-revalidate

📦 Content-Type image/gif

🖥 Server cafe

📦 Length 42

Frame 242 |

2020-11-29T17:29:16.810104Z

📦 QUIC STREAM id=0 (0 bytes)

Frame 243 |

2020-11-29T17:29:16.811101Z

✅ QUIC ACK

📋 Largest ACK 13

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 QPACK decoder stream —

acknowledges received header

table entries so encoder can evict

safely

🗜 HTTP/3 QPACK Decoder
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

Frame 246 |

2020-11-29T17:29:16.85057Z

✅ HTTP/3 200 OK

💾 Cache no-cache, no-store, must-revalidate

📦 Content-Type text/plain

🖥 Server Golfe2

📦 Length 2

Frame 247 |

2020-11-29T17:29:16.850574Z

📦 QUIC STREAM id=0 (0 bytes)

Frame 248 |

2020-11-29T17:29:16.851337Z

✅ QUIC ACK

📋 Largest ACK 11

Frame 249 |

2020-11-29T17:29:16.852882Z

✅ QUIC ACK

📋 Largest ACK 10

💡 QUIC Initial carries TLS 1.3

ClientHello — SNI selects server

certificate; ALPN negotiates h3;

connection IDs enable seamless

path migration (e.g., Wi-Fi to

cellular)

🤝 QUIC Client Hello

📋 QUIC draft-29 (0xff00001d)

🌐 SNI www.facebook.com

📡 ALPN h3-29

Frame 251 |

2020-11-29T17:29:16.895442Z

✅ QUIC ACK

📋 Largest ACK 0

💡 Server selects TLS 1.3 cipher —

QUIC completes handshake in

1-RTT (vs TCP+TLS 2-3 RTT);

returning clients can send 0-RTT

data immediately

🤝 QUIC Server Hello

📋 QUIC draft-29 (0xff00001d)

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 1209

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 2417

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

⚙ HTTP/3 SETTINGS
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

stream

Frame 257 |

2020-11-29T17:29:16.899876Z

✅ QUIC ACK

📋 Largest ACK 298828

✅ QUIC ACK

📋 Largest ACK 298829

💡 HTTP/3 settings exchange —

peers declare QPACK table

capacity, max concurrent streams;

unlike HTTP/2, this uses a

dedicated unidirectional control

stream

⚙ HTTP/3 SETTINGS

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 QUIC draft-29 (0xff00001d)

📋 Offset 0

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.facebook.com

Frame 261 |

2020-11-29T17:29:16.90495Z

✅ QUIC ACK

📋 Largest ACK 5

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.google.com

📂 Path /ads/ga-audiences?t=sr&aip=1&_r=4&slf_rd=1&v=1&_v=j87&tid=UA-49122931-1&cid=333940912.

1606670763&jid=691812132&_u=QACAAAAAAAAAAC~&z=514279416

Frame 263 |

2020-11-29T17:29:16.916984Z

✅ QUIC ACK

📋 Largest ACK 1

💡 Server confirms handshake

complete — client can now discard

handshake keys and send 1-RTT

application data; the QUIC

connection is fully established

✅ QUIC Handshake Done

Frame 265 |

2020-11-29T17:29:16.917783Z

✅ QUIC ACK

📋 Largest ACK 2

Frame 266 |

2020-11-29T17:29:16.918209Z

✅ HTTP/3 200 OK

📦 Content-Type image/gif

💾 Cache no-cache, must-revalidate, max-age=0
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

📦 Length 44

🖥 Server proxygen-bolt

💡 TLS handshake data (Certificate

chain, CertificateVerify, Finished)

carried in QUIC CRYPTO frames —

encrypted at handshake level,

decoded with keylog

🔐 QUIC CRYPTO

📋 Offset 0

Frame 268 |

2020-11-29T17:29:16.918377Z

✅ QUIC ACK

📋 Largest ACK 298829

Frame 269 |

2020-11-29T17:29:16.919377Z

✅ QUIC ACK

📋 Largest ACK 298831

Frame 270 |

2020-11-29T17:29:16.920777Z

✅ QUIC ACK

📋 Largest ACK 11

Frame 271 |

2020-11-29T17:29:16.92369Z

📦 QUIC Data PKN=10

Frame 272 |

2020-11-29T17:29:16.923747Z

📦 QUIC Data PKN=9

Frame 273 |

2020-11-29T17:29:16.940771Z

✅ QUIC ACK

📋 Largest ACK 10

Frame 274 |

2020-11-29T17:29:16.941561Z

✅ QUIC ACK

📋 Largest ACK 15

Frame 275 |

2020-11-29T17:29:16.948442Z

✅ HTTP/3 200 OK

💾 Cache no-cache, no-store, must-revalidate

📦 Content-Type image/gif

🖥 Server cafe

📦 Length 42

Frame 276 |

2020-11-29T17:29:16.949144Z

📦 QUIC STREAM id=4 (0 bytes)

Frame 277 |

2020-11-29T17:29:16.949279Z

📦 QUIC STREAM id=10 (2 bytes)

Frame 278 |

2020-11-29T17:29:16.949778Z

✅ QUIC ACK

📋 Largest ACK 17

Frame 279 |

2020-11-29T17:29:16.965145Z

✅ QUIC ACK

📋 Largest ACK 4
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Exploring http3_quic.pcapng

🌐 LiteSpeed 🌐 Google 🌐 Facebook

💻 Client 🏠 Gateway 🔒 QUIC 🔒 QUIC 📊 Ads 🔒 HTTPS 📊 Stats 🔒 QUIC

Frame 280 |

2020-11-29T17:29:16.993792Z

✅ QUIC ACK

📋 Largest ACK 14

💡 HTTP/3 GET over QUIC — each

request uses an independent

stream, so one slow response can't

block others (no head-of-line

blocking at any layer)

📡 HTTP/3 GET

🏠 Authority www.facebook.com

Frame 282 |

2020-11-29T17:29:18.407178Z

✅ QUIC ACK

📋 Largest ACK 5

Frame 283 |

2020-11-29T17:29:18.407645Z

✅ HTTP/3 200 OK

📦 Content-Type image/gif

💾 Cache no-cache, must-revalidate, max-age=0

📦 Length 44

🖥 Server proxygen-bolt

Frame 284 |

2020-11-29T17:29:18.408527Z

✅ QUIC ACK

📋 Largest ACK 298834

Frame 285 |

2020-11-29T17:29:18.441527Z

✅ QUIC ACK

📋 Largest ACK 6
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