Exploring coap_get.pcapng

= Client B CoAP Server
| {
coap_get.pcapng
w COAP GET - ¢ COAP GET — lightweight REST
'] Type | CON g read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | advanced (Non-confirmable) is fire-and-forget
for periodic telemetry
~ CoAP 2.05 Content ¢ COAP 2.xx — success
h ' 18.105000 milliseconds responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
W Length 17 Content (data returned);
piggybacked in ACK for CON
requests
w CoAP GET _ ¢ COAP GET — lightweight REST
'] Type | CON g read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | advancedSeparate (Non-confirmable) is fire-and-forget
for periodic telemetry
[Y4 CoAP ACK ¢ COAP Empty ACK —
[ acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)
~ CoAP 2.05 Content ¢ COAP 2.xx — success
N W Length | 17 responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests
"4 CoAP ACK ¢ COoAP Empty ACK —
"""""""""""""""""""""""""""""""""""""""""""""""""" > acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)
» COAP GET _ ¢ COAP GET — lightweight REST
] Type | CON " read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | basic (Non-confirmable) is fire-and-forget
for periodic telemetry
~ CoAP 2.05 Content ¢ COAP 2.xx — success
h I+ 21.309000 milliseconds responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
W Length 14 Content (data returned);
piggybacked in ACK for CON
requests
. CoAP GET - ¢ COAP GET — lightweight REST
0 Type | CON " read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | big (Non-confirmable) is fire-and-forget
for periodic telemetry
) CoAP 2.05 Content ¢ COAP 2.xx — success
N i 14.837000 milliseconds responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests
. CoAP GET - ¢ COAP GET — lightweight REST
] Type | CON ' read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | big (Non-confirmable) is fire-and-forget
for periodic telemetry
~ CoAP 2.05 Content ¢ COAP 2.xx — success
h ' 10.113000 milliseconds responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
W Length 2041 Content (data returned);
piggybacked in ACK for CON
requests
«. CoAP GET ~ ¢ COAP GET — lightweight REST
'] Type | CON ' read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | child (Non-confirmable) is fire-and-forget
for periodic telemetry
~ CoAP 2.05 Content ¢ COAP 2.xx — success
h ' 17220000 milliseconds responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests
w COAP GET _ ¢ COAP GET — lightweight REST
'] Type | CON ' read for loT sensors; CON
(Confirmable) requires ACK, NON
Path | encoding (Non-confirmable) is fire-and-forget
for periodic telemetry
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B CoAP Server

CoAP 2.05 Content

A

17 19.553000 milliseconds

W Length

'« CoAP GET

[7] Type | CON
"~ Path | etag

CoAP 2.05 Content

A 4

A

17 13.076000 milliseconds

W Length

13

'« CoAP GET

[] Type | CON
/= Path | long

{4 CoAP ACK

CoAP 2.05 Content

A 4

A

‘ W Length ‘ 9 ‘

{4 CoAP ACK

'« CoAP GET

[] Type | CON
[~ Path | separate

{4 CoAP ACK

CoAP 2.05 Content

\ 4

A

‘ W Length ‘ 8 ‘

{4 CoAP ACK

'« CoAP GET

[] Type | CON
[~ Path | storage

CoAP 2.05 Content

A 4

A

i1 18.478000 milliseconds

W Length

41

'L CoAP GET

[7] Type | CON
/= Path | void

) CoAP 4.05 Method

A 4

A

‘ 11 12.592000 milliseconds ‘

¢ COAP 2.xx — success
responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests

J CoAP GET — lightweight REST
read for loT sensors; CON
(Confirmable) requires ACK, NON
(Non-confirmable) is fire-and-forget
for periodic telemetry

¢ COAP 2.xx — success
responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests

¢ CoAP GET — lightweight REST
read for loT sensors; CON
(Confirmable) requires ACK, NON
(Non-confirmable) is fire-and-forget
for periodic telemetry

¥ CoAP Empty ACK —
acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)

¥ COAP 2.xx — success
responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests

¥ COAP Empty ACK —
acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)

¢ COAP GET — lightweight REST
read for loT sensors; CON
(Confirmable) requires ACK, NON
(Non-confirmable) is fire-and-forget
for periodic telemetry

¥ CoAP Empty ACK —
acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)

¥ COAP 2.xx — success
responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests

¥ COAP Empty ACK —
acknowledges a CON message
when response is not yet ready;
actual response follows as a
separate CON (separate response
pattern)

¢ COAP GET — lightweight REST
read for loT sensors; CON
(Confirmable) requires ACK, NON
(Non-confirmable) is fire-and-forget
for periodic telemetry

¢ COAP 2.xx — success
responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
Content (data returned);
piggybacked in ACK for CON
requests

¢ CoAP GET — lightweight REST
read for loT sensors; CON
(Confirmable) requires ACK, NON
(Non-confirmable) is fire-and-forget
for periodic telemetry

¢ COAP 4.xx — client error: 4.04
Not Found, 4.05 Method Not
Allowed, 4.01 Unauthorized; similar
to HTTP 4xx but with smaller code
space
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Exploring coap_get.pcapng

‘« CoAP GET ¢ COAP GET — lightweight REST
read for loT sensors; CON

\ 4

LI Type | CON (Confirmable) requires ACK, NON
/= Path | xml (Non-confirmable) is fire-and-forget
for periodic telemetry
) CoAP 2.05 Content ¢ COAP 2.xx — success
& Content application/xm| responses: 2.01 Created, 2.02
Deleted, 2.04 Changed, 2.05
1113.292000 milliseconds Content (data returned);
W Length 16 piggybacked in ACK for CON
requests
& CoAP GET - ¢ COAP GET — lightweight REST
- g read for loT sensors; CON
LI Type | CON (Confirmable) requires ACK, NON
i~ Path | notfound (Non-confirmable) is fire-and-forget
for periodic telemetry
Q) CoAP 4.04 Not ¢ COAP 4.xx — client error: 4.04

A

’ 1 44.876000 milliseconds | ‘ Not Found, 4.05 Method Not

Allowed, 4.01 Unauthorized; similar
to HTTP 4xx but with smaller code
space
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