
Exploring mqtt_tls.pcapng

💻 Client 🖥MQTT Broker

📁mqtt_tls.pcapng

Frame 1 |

2020-11-29T15:09:53.504225Z

🔗 TCP (SYN)

Frame 2 |

2020-11-29T15:09:53.597888Z

🔗 TCP (SYN, ACK)

💡 TLS Client Hello for MQTT over

TLS (port 8883) — SNI identifies

the MQTT broker; secures IoT

telemetry data in transit

🤝 TLS Client Hello

🔐 Cipher TLS_AES_128_GCM_SHA256 (0x1301)

🔐 Cipher TLS_AES_256_GCM_SHA384 (0x1302)

🔐 Cipher TLS_CHACHA20_POLY1305_SHA256 (0x1303)

🔐 Cipher TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)

🔐 Cipher TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)

🔐 Cipher TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

🔐 Cipher TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)

🔐 Cipher TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca9)

🔐 Cipher TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8)

🔐 Cipher TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)

🔐 Cipher TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

🔐 Cipher TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)

🔐 Cipher TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

🔐 Cipher TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

🔐 Cipher TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)...

4 more

Frame 6 |

2020-11-29T15:09:53.733197Z

🤝 TLS Server Hello

🔐 Cipher TLS_AES_256_GCM_SHA384 (0x1302)

Frame 7 |

2020-11-29T15:09:53.733692Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 9 |

2020-11-29T15:09:53.734589Z

🔒 TLS Change Cipher Spec

Frame 11 |

2020-11-29T15:09:53.852391Z

🔒 TLS Application Data

Frame 13 |

2020-11-29T15:09:53.852659Z

🔒 TLS Application Data

Frame 14 |

2020-11-29T15:09:53.852664Z

🔒 TLS Application Data

Frame 17 |

2020-11-29T15:09:53.853553Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 19 |

2020-11-29T15:09:53.976275Z

🔒 TLS Application Data

Frame 21 |

2020-11-29T15:09:53.993057Z

🔒 TLS Application Data

Frame 23 |

2020-11-29T15:09:53.993891Z

🔒 TLS Application Data

Frame 24 |

2020-11-29T15:09:53.993938Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data
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Exploring mqtt_tls.pcapng

💻 Client 🖥MQTT Broker

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 27 |

2020-11-29T15:09:53.994732Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 28 |

2020-11-29T15:09:53.995404Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 30 |

2020-11-29T15:09:53.996149Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 32 |

2020-11-29T15:09:54.158521Z

🔒 TLS Application Data

Frame 34 |

2020-11-29T15:09:56.554851Z

🔒 TLS Application Data

🔒 TLS Application Data
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Exploring mqtt_tls.pcapng

💻 Client 🖥MQTT Broker

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 36 |

2020-11-29T15:09:56.972405Z

🔒 TLS Application Data

Frame 38 |

2020-11-29T15:09:59.186746Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 40 |

2020-11-29T15:10:00.062787Z

🔒 TLS Application Data

Frame 42 |

2020-11-29T15:10:00.063196Z

🔒 TLS Application Data

Frame 43 |

2020-11-29T15:10:00.0632Z

🔒 TLS Application Data

Frame 44 |

2020-11-29T15:10:00.063201Z

🔒 TLS Application Data

Frame 45 |

2020-11-29T15:10:00.063201Z

🔒 TLS Application Data

Frame 50 |

2020-11-29T15:10:00.063701Z

🔒 TLS Application Data

Frame 52 |

2020-11-29T15:10:00.064412Z

🔒 TLS Application Data

Frame 53 |

2020-11-29T15:10:00.064415Z

🔒 TLS Application Data

Frame 56 |

2020-11-29T15:10:00.065143Z

🔒 TLS Application Data

Frame 57 |

2020-11-29T15:10:00.065147Z

🔒 TLS Application Data

Frame 60 |

2020-11-29T15:10:00.153189Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 62 |

2020-11-29T15:10:00.153683Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data
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Exploring mqtt_tls.pcapng

💻 Client 🖥MQTT Broker

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 63 |

2020-11-29T15:10:00.153686Z

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

🔒 TLS Application Data

Frame 66 |

2020-11-29T15:10:03.231102Z

🔒 TLS Application Data

Frame 68 |

2020-11-29T15:10:05.469065Z

🔒 TLS Application Data

Frame 70 |

2020-11-29T15:10:06.234552Z

🔒 TLS Application Data

🔒 TLS Application Data

Frame 71 |

2020-11-29T15:10:06.234789Z

🔒 TLS Application Data

Frame 73 |

2020-11-29T15:10:06.359633Z

🔒 TLS Application Data

Frame 75 |

2020-11-29T15:10:06.360089Z

🔗 TCP (RST, ACK)

Frame 76 |

2020-11-29T15:10:06.462295Z

🔗 TCP (RST)
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