
Exploring l2tp_v3_basic.pcapng

🏢 R1 (PE) 🏢 R3 (PE) 🖥 R4 📡 Broadcast 🖥 R5 🏠 CE-45-R4 🏠 CE-45-R5 🏠 CE-46-R4 🏠 CE-46-R5 🏠 CE-47-R4 🏠 CE-47-R5

📁 l2tp_v3_basic.pcapng

Frame 1 |

2020-05-13T13:02:41.95072Z

🔗 L2TP Start_Control_Request

🆔 Control Connection ID 0x00000000

🏷 Host Name R1

📏 Receive Window Size 1024

🔗 PW Type Ethernet (5)

🔗 PW Type Ethernet

VLAN (4)

🔗 PW Type HDLC (6)

🔗 PW Type PPP (7)

🔗 PW Type Frame Relay

DLCI (1)

🔗 PW Type ATM Cell

transparent

Port Mode...

🔗 PW Type ATM Cell

transport

VPC Mode...

🔗 PW Type ATM Cell

transport

VCC Mode...

🔗 PW Type IP Transport

(11)

Frame 2 |

2020-05-13T13:02:41.95142Z

🔗 L2TP Start_Control_Reply

🆔 Control Connection ID 0x98d0b306

🏷 Host Name R3

📏 Receive Window Size 1024

🔗 PW Type Ethernet (5)

🔗 PW Type Ethernet

VLAN (4)

🔗 PW Type HDLC (6)

🔗 PW Type PPP (7)

🔗 PW Type Frame Relay

DLCI (1)

🔗 PW Type ATM Cell

transparent

Port Mode...

🔗 PW Type ATM Cell

transport

VPC Mode...
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Exploring l2tp_v3_basic.pcapng

🏢 R1 (PE) 🏢 R3 (PE) 🖥 R4 📡 Broadcast 🖥 R5 🏠 CE-45-R4 🏠 CE-45-R5 🏠 CE-46-R4 🏠 CE-46-R5 🏠 CE-47-R4 🏠 CE-47-R5

🔗 PW Type ATM Cell

transport

VCC Mode...

🔗 PW Type IP Transport

(11)

Frame 3 |

2020-05-13T13:02:41.951682Z

🔗 L2TP Start_Control_Connected

🆔 Control Connection ID 0xba0cb6a6

Frame 4 |

2020-05-13T13:02:41.957465Z

📞 L2TP Incoming_Call_Request

🆔 Control Connection ID 0xba0cb6a6

🆔 Local Session ID 4185374493

🆔 Remote Session ID 0

🆔 Remote End ID 101

Frame 5 |

2020-05-13T13:02:41.958111Z

✅ L2TP ZLB

🆔 Control Connection ID 0x98d0b306

🔢 Ns 1

🔢 Nr 2

Frame 6 |

2020-05-13T13:02:41.963252Z

📞 L2TP Incoming_Call_Reply

🆔 Control Connection ID 0x98d0b306

🆔 Local Session ID 3068321036

🆔 Remote Session ID 4185374493

Frame 7 |

2020-05-13T13:02:41.963718Z

📞 L2TP Incoming_Call_Connected

🆔 Control Connection ID 0xba0cb6a6

🆔 Local Session ID 4185374493

🆔 Remote Session ID 3068321036

Frame 8 |

2020-05-13T13:02:41.96405Z

🔄 L2TP Set_Link_Info

🆔 Control Connection ID 0xba0cb6a6

Frame 9 |

2020-05-13T13:02:41.964402Z

✅ L2TP ZLB

🆔 Control Connection ID 0x98d0b306

🔢 Ns 2

🔢 Nr 4

Frame 10 |

2020-05-13T13:02:41.964574Z

🔄 L2TP Set_Link_Info

🆔 Control Connection ID 0x98d0b306

Frame 11 |

2020-05-13T13:02:41.964947Z

✅ L2TP ZLB

🆔 Control Connection ID 0x98d0b306
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Exploring l2tp_v3_basic.pcapng

🏢 R1 (PE) 🏢 R3 (PE) 🖥 R4 📡 Broadcast 🖥 R5 🏠 CE-45-R4 🏠 CE-45-R5 🏠 CE-46-R4 🏠 CE-46-R5 🏠 CE-47-R4 🏠 CE-47-R5

🔢 Ns 3

🔢 Nr 5

Frame 12 |

2020-05-13T13:02:41.965139Z

✅ L2TP ZLB

🆔 Control Connection ID 0xba0cb6a6

🔢 Ns 5

🔢 Nr 3

Frame 13 |

2020-05-13T13:03:02.776806Z

🔍 ARP Request

📤 Sender IP address 192.168.45.4

📥 Target IP address 192.168.45.5

Frame 14 |

2020-05-13T13:03:02.77732Z

✅ ARP Reply

📤 Sender IP address 192.168.45.5

📥 Target IP address 192.168.45.4

Frame 15 |

2020-05-13T13:03:05.681979Z

📡 ICMP Echo Request

🆔 Identifier (BE) 7 (0x0007)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 16 |

2020-05-13T13:03:05.682391Z

✅ ICMP Echo Reply

🆔 Identifier (BE) 7 (0x0007)

🔢 Sequence Number (BE) 0 (0x0000)

Request frame 15

⏱ Response time 0.412 ms

Frame 17 |

2020-05-13T13:03:09.812543Z

🔍 ARP Request

📤 Sender IP address 192.168.46.4

📥 Target IP address 192.168.46.5

Frame 18 |

2020-05-13T13:03:09.813114Z

✅ ARP Reply

📤 Sender IP address 192.168.46.5

📥 Target IP address 192.168.46.4

Frame 19 |

2020-05-13T13:03:11.817635Z

📡 ICMP Echo Request

🆔 Identifier (BE) 8 (0x0008)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 20 |

2020-05-13T13:03:11.818751Z

✅ ICMP Echo Reply

🆔 Identifier (BE) 8 (0x0008)

🔢 Sequence Number (BE) 1 (0x0001)

Request frame 19
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Exploring l2tp_v3_basic.pcapng

🏢 R1 (PE) 🏢 R3 (PE) 🖥 R4 📡 Broadcast 🖥 R5 🏠 CE-45-R4 🏠 CE-45-R5 🏠 CE-46-R4 🏠 CE-46-R5 🏠 CE-47-R4 🏠 CE-47-R5

⏱ Response time 1.116 ms

Frame 21 |

2020-05-13T13:03:14.064691Z

🔍 ARP Request

📤 Sender IP address 192.168.47.4

📥 Target IP address 192.168.47.5

Frame 22 |

2020-05-13T13:03:14.06526Z

✅ ARP Reply

📤 Sender IP address 192.168.47.5

📥 Target IP address 192.168.47.4

Frame 23 |

2020-05-13T13:03:16.066568Z

📡 ICMP Echo Request

🆔 Identifier (BE) 9 (0x0009)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 24 |

2020-05-13T13:03:16.067285Z

✅ ICMP Echo Reply

🆔 Identifier (BE) 9 (0x0009)

🔢 Sequence Number (BE) 1 (0x0001)

Request frame 23

⏱ Response time 0.717 ms

Frame 25 |

2020-05-13T13:03:25.177653Z

🛑 L2TP Stop_Control_Notification

🆔 Control Connection ID 0xba0cb6a6

📋 Error Message Admin

Action

Frame 26 |

2020-05-13T13:03:25.178562Z

✅ L2TP ZLB

🆔 Control Connection ID 0x98d0b306

🔢 Ns 3

🔢 Nr 6
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