
Exploring espaes_getvpn_tunnel.pcapng

🖥 R4 🗝️ R1 (GETVPN

KS)

👥 R3 (GETVPN

GM)

👥 R5 (GETVPN

GM)

📡 GDOI Multicast

📁 espaes_getvpn_tunnel.pcapng

Frame 1 |

2020-08-09T13:26:29.195455Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm

(ENCR) (1)

🔧 Transform Type Pseudo-random Function

(PRF) (2)

🔧 Transform Type Integrity Algorithm

(INTEG) (3)

🔧 Transform Type Diffie-Hellman Group

(D-H) (4)

🔑 DH Group # 384-bit random ECP group

(20)

📋 Notify Message Type NAT_DETECTION_

SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_

DESTINATION_IP (16389)

Frame 2 |

2020-08-09T13:26:29.201487Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm

(ENCR) (1)

🔧 Transform Type Pseudo-random Function

(PRF) (2)

🔧 Transform Type Integrity Algorithm

(INTEG) (3)

🔧 Transform Type Diffie-Hellman Group

(D-H) (4)

🔑 DH Group # 384-bit random ECP group

(20)

📋 Notify Message Type NAT_DETECTION_

SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_

DESTINATION_IP (16389)

Frame 3 |

2020-08-09T13:26:29.208188Z

🔐 GSA_AUTH

🆔Message ID 0x00000001

Frame 4 |

2020-08-09T13:26:29.21468Z

🔐 GSA_AUTH

🆔Message ID 0x00000001

Frame 5 |

2020-08-09T13:27:21.79614Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 6

Frame 6 |

2020-08-09T13:27:21.79614Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 6

Frame 7 |

2020-08-09T13:27:21.802413Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 7

Frame 8 |

2020-08-09T13:27:21.809303Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 7

Frame 9 |

2020-08-09T13:27:21.810347Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 8

Frame 10 |

2020-08-09T13:27:21.81542Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 8

Frame 11 |

2020-08-09T13:27:21.821541Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 9

Frame 12 |

2020-08-09T13:27:21.82258Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 9

Frame 13 |

2020-08-09T13:27:21.82887Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 10
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Exploring espaes_getvpn_tunnel.pcapng

🖥 R4 🗝️ R1 (GETVPN

KS)

👥 R3 (GETVPN

GM)

👥 R5 (GETVPN

GM)

📡 GDOI Multicast

Frame 14 |

2020-08-09T13:27:21.829873Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 10

Frame 18 |

2020-08-09T13:27:49.449205Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 12

Frame 19 |

2020-08-09T13:27:49.456554Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 11

Frame 20 |

2020-08-09T13:27:51.456732Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 13

Frame 21 |

2020-08-09T13:27:51.463545Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 12

Frame 22 |

2020-08-09T13:27:53.457474Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 14

Frame 23 |

2020-08-09T13:27:53.464801Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 13

Frame 24 |

2020-08-09T13:27:55.456989Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 15

Frame 25 |

2020-08-09T13:27:55.461971Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 14

Frame 26 |

2020-08-09T13:27:57.462065Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 16

Frame 27 |

2020-08-09T13:27:57.463075Z

🔒 ESP SPI 0x0700eafd

ESP🔢 Sequence 15
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