
Exploring espaes_gre_tunnel.pcapng

🖥 R4 🖥 R2

📁 espaes_gre_tunnel.pcapng

Frame 1 |

2020-04-28T16:42:52.283362Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm (ENCR) (1)

🔧 Transform Type Pseudo-random Function (PRF) (2)

🔧 Transform Type Integrity Algorithm (INTEG) (3)

🔧 Transform Type Diffie-Hellman Group (D-H) (4)

🔑 DH Group # 384-bit random ECP group (20)

📋 Notify Message Type NAT_DETECTION_SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_DESTINATION_IP (16389)

Frame 2 |

2020-04-28T16:42:52.295437Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm (ENCR) (1)

🔧 Transform Type Pseudo-random Function (PRF) (2)

🔧 Transform Type Integrity Algorithm (INTEG) (3)

🔧 Transform Type Diffie-Hellman Group (D-H) (4)

🔑 DH Group # 384-bit random ECP group (20)

📋 Notify Message Type NAT_DETECTION_SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_DESTINATION_IP (16389)

Frame 3 |

2020-04-28T16:42:52.306178Z

🔐 IKE_AUTH

🆔Message ID 0x00000001

Frame 4 |

2020-04-28T16:42:52.312772Z

🔐 IKE_AUTH

🆔Message ID 0x00000001

Frame 5 |

2020-04-28T16:42:59.659687Z

🔒 ESP SPI 0xc1793fe7

ESP🔢 Sequence 1

Frame 6 |

2020-04-28T16:42:59.66089Z

🔒 ESP SPI 0xd75b401a

ESP🔢 Sequence 1
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