Exploring espnull_direct_tunnel.pcapng
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o IKE_SA_INIT N Frame 1 |

[ Message ID 0x00000000 = 2020-04-19T23:50:56.318687Z
%’ Protocol ID IKE (1)
“, Transform Type Encryption Algorithm (ENCR) (1)
“, Transform Type Pseudo-random Function (PRF) (2)
“, Transform Type Integrity Algorithm (INTEG) (3)
“, Transform Type Diffie-Hellman Group (D-H) (4)
2 DH Group # 384-bit random ECP group (20)

['] Notify Message Type | NAT_DETECTION_SOURCE_IP (16388)
['] Notify Message Type = NAT_DETECTION_DESTINATION_IP

(16389)

B o IKE_SA_INIT Frame 2 |
) Message ID‘ 0x00000000 2020-04-19T23:50:56.330142Z
%’ Protocol ID IKE (1)
“, Transform Type Encryption Algorithm (ENCR) (1)
“, Transform Type Pseudo-random Function (PRF) (2)
“, Transform Type Integrity Algorithm (INTEG) (3)
“, Transform Type Diffie-Hellman Group (D-H) (4)
2 DH Group # 384-bit random ECP group (20)

['] Notify Message Type | NAT_DETECTION_SOURCE_IP (16388)

['] Notify Message Type | NAT_DETECTION_DESTINATION_IP
(16389)

« IKE_AUTH Frame 3 |
m Message ID | 0x00000001 2020-04-19T723:50:56.3393437
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&

+ IKE_AUTH Frame 4 |
2020-04-19T23:50:56.34668Z

&

[J Message ID | 0x00000001

. ESP SPI 0x4c6baldc R Frame 5 |
ESP [¥] Sequence 1 — 2020-04-19T23:50:58.318863Z
& Inner Echo (ping) request
[ Identifier (BE) 9 (0x0009)

[7] Sequence Number (BE) | 1 (0x0001)

» ESP SPI 0x3faa65f8 Frame 6 |
ESP‘_] Sequence 1 2020-04-19T23:50:58.320372Z
& Inner Echo (ping) reply
[ Identifier (BE) 9 (0x0009)

[¥] Sequence Number (BE) | 1 (0x0001)

Page 1


../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00001
../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00002
../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00003
../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00004
../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00005
../../../index.html#ipsec_macsec_pcap/explore/espnull_direct_tunnel/espnull_direct_tunnel_viewer.html#m00006

