
Exploring espnull_getvpn_tunnel.pcapng

🖥 R4 🗝️ R1 (GETVPN

KS)

👥 R3 (GETVPN

GM)

👥 R5 (GETVPN

GM)

📡 GDOI Multicast

📁 espnull_getvpn_tunnel.pcapng

Frame 1 |

2020-08-09T13:15:39.497763Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm

(ENCR) (1)

🔧 Transform Type Pseudo-random Function

(PRF) (2)

🔧 Transform Type Integrity Algorithm

(INTEG) (3)

🔧 Transform Type Diffie-Hellman Group

(D-H) (4)

🔑 DH Group # 384-bit random ECP group

(20)

📋 Notify Message Type NAT_DETECTION_

SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_

DESTINATION_IP (16389)

Frame 2 |

2020-08-09T13:15:39.515322Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm

(ENCR) (1)

🔧 Transform Type Pseudo-random Function

(PRF) (2)

🔧 Transform Type Integrity Algorithm

(INTEG) (3)

🔧 Transform Type Diffie-Hellman Group

(D-H) (4)

🔑 DH Group # 384-bit random ECP group

(20)

📋 Notify Message Type NAT_DETECTION_

SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_

DESTINATION_IP (16389)

Frame 3 |

2020-08-09T13:15:39.52454Z

🔐 GSA_AUTH

🆔Message ID 0x00000001

Frame 4 |

2020-08-09T13:15:39.530446Z

🔐 GSA_AUTH

🆔Message ID 0x00000001

Frame 5 |

2020-08-09T13:16:00.781973Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 33

📦 Inner Echo (ping) request

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 6 |

2020-08-09T13:16:00.788155Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 1

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 7 |

2020-08-09T13:16:00.799877Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 34

📦 Inner Echo (ping) request

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 8 |

2020-08-09T13:16:00.806421Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 2

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 9 |

2020-08-09T13:16:00.807909Z

🔒 ESP SPI 0xe9d9634b
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Exploring espnull_getvpn_tunnel.pcapng

🖥 R4 🗝️ R1 (GETVPN

KS)

👥 R3 (GETVPN

GM)

👥 R5 (GETVPN

GM)

📡 GDOI Multicast

ESP🔢 Sequence 35

📦 Inner Echo (ping) request

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 2 (0x0002)

Frame 10 |

2020-08-09T13:16:00.813436Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 3

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 2 (0x0002)

Frame 11 |

2020-08-09T13:16:00.815065Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 36

📦 Inner Echo (ping) request

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 3 (0x0003)

Frame 12 |

2020-08-09T13:16:00.820958Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 4

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 3 (0x0003)

Frame 13 |

2020-08-09T13:16:00.822862Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 37

📦 Inner Echo (ping) request

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 4 (0x0004)

Frame 14 |

2020-08-09T13:16:00.829033Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 5

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 3 (0x0003)

🔢 Sequence Number (BE) 4 (0x0004)

Frame 18 |

2020-08-09T13:16:48.339817Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 39

📦 Inner Echo (ping) request

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 19 |

2020-08-09T13:16:48.347012Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 6

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 20 |

2020-08-09T13:16:50.342864Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 40

📦 Inner Echo (ping) request

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 21 |

2020-08-09T13:16:50.349472Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 7

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 1 (0x0001)

Frame 22 |

2020-08-09T13:16:52.342706Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 41

📦 Inner Echo (ping) request

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 2 (0x0002)

Frame 23 |

2020-08-09T13:16:52.348331Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 8
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Exploring espnull_getvpn_tunnel.pcapng

🖥 R4 🗝️ R1 (GETVPN

KS)

👥 R3 (GETVPN

GM)

👥 R5 (GETVPN

GM)

📡 GDOI Multicast

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 2 (0x0002)

Frame 24 |

2020-08-09T13:16:54.345929Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 42

📦 Inner Echo (ping) request

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 3 (0x0003)

Frame 25 |

2020-08-09T13:16:54.353254Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 9

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 3 (0x0003)

Frame 26 |

2020-08-09T13:16:56.349429Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 43

📦 Inner Echo (ping) request

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 4 (0x0004)

Frame 27 |

2020-08-09T13:16:56.358429Z

🔒 ESP SPI 0xe9d9634b

ESP🔢 Sequence 10

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 4 (0x0004)

🔢 Sequence Number (BE) 4 (0x0004)
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