Exploring ppp_pap_success.pcapng

Local

Remote

= R1

= R2

{

ppp_pap_success.pcapng

{

|

I‘dentiﬁer 1 (0x01)

'Y'ype Magic Number (5
[7] Magic Number | Oxbbf11a8¢c

['] PPP Configuration Request

['] PPP Configuration Request

Identifier 1 (0x01)

Type Authentication Protocol (3)

2 Authenticatjon Protocol | Password Authentication Protocol
(0xc023)

Type Magic Number (5)

[7] Magic Number Oxbbf11aee

PPP Configuration Ack

\ 4

Idenﬁiﬁer 1 (0x01)
Type‘ Authentication Protocol (3)
Type‘ Magic Number (5)

13] I\/Yagic Number = Oxbbf11aee

PPP Configuration Ack

[

I‘dentiﬂer 1(0x01)
Type Magic Number (5
[7] Magic Number | Oxbbf11a8¢c

>

.2 PAP Authenticate-Request (12

Identifier | 1

Peer-ID | myusername

Identifier | 1

Message

.2 PAP Authenticate-Ack (2) -

@ IPCP IP Address (3)

»

Cade Configuration Request (1)

€ IP Address | 192.168.1.2

[ 1 PPP Configuration Request -

Identifier | 1 (0x01)

€ IPCP IP Address (3)

»
>

Code Configuration Request (1)

€ IP Address | 192.168.1.1

@ IPCP IP Address (3)

Code Configuration Ack (2
3 IP Address | 192.168.1.2

€ IPCP IP Address (3)

Code Configuration Ack (2
) IP Address | 192.168.1.1

[ 1 PPP Configuration Request -
Identifier | 1 (0x01)

PPP Configuration Ack

Identifier | 1 (0x01)

PPP Configuration Ack

\ 4

Identifier | 1 (0x01)

@ PPP Echo Request

Identifier | 1 (0x01)

@ PPP Echo Request

Page 1

Identifier | 1 (0x01)

A 4

Frame 1|
2020-04-18T23:33:49.180463Z

Frame 2 |
2020-04-18T23:33:49.188319Z

Frame 3|
2020-04-18T23:33:49.193903Z

Frame 4 |
2020-04-18T23:33:49.194149Z

Frame 5 |
2020-04-18T23:33:49.213838Z

Frame 6 |
2020-04-18T723:33:49.2222027

Frame 7 |
2020-04-18T23:33:49.2239277

Frame 8 |
2020-04-18T23:33:49.2239687Z

Frame 9 |
2020-04-18T23:33:49.224011Z

Frame 10 |
2020-04-18T23:33:49.225478Z

Frame 11 |
2020-04-18T23:33:49.226211Z

Frame 12 |
2020-04-18T23:33:49.2312227

Frame 13|
2020-04-18T23:33:49.231895Z

Frame 14 |
2020-04-18T23:33:49.232897Z

Frame 15|
2020-04-18T723:33:59.224819Z

Frame 16 |
2020-04-18T23:33:59.2297047
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Local Remote = R = R2
@ PPP Echo Reply R
Identifier | 1 (0x01)
@ PPP Echo Reply
Identifier | 1 (0x01)
% ICMP Echo Request
Identifier (BE) 8 (0x0008)
Sequence Number (BE) | 0 (0x0000)

@ PPP Echo Request

Identifier | 2 (0x02)

@ PPP Echo Request

Identifier | 2 (0x02)

@ PPP Echo Reply

Identifier | 2 (0x02)

@ PPP Echo Reply

Identifier | 2 (0x02)

ICMP Echo Reply

Identifier (BE) 8 (0x0008)
Sequence Number (BE) | 0 (0x0000)

Frame 17 |
2020-04-18T23:33:59.229755Z

Frame 18 |
2020-04-18T23:33:59.2341257

Frame 19 |
2020-04-18T23:34:04.591763Z

Frame 20 |
2020-04-18T23:34:04.59717Z

Frame 21 |
2020-04-18T23:34:09.2424257

Frame 22 |
2020-04-18T23:34:09.245793Z

Frame 23 |
2020-04-18T23:34:09.257018Z

Frame 24 |
2020-04-18T23:34:09.25717Z
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