
Exploring cmp_cert_request.pcapng

TestServer CAServer CertClient1

📁 cmp_cert_request.pcapng

Frame 3 |

2021-03-16T10:31:21.482012774Z

🔗 TCP (SYN)

Source Port 57303

Destination Port 8080

Frame 4 |

2021-03-16T10:31:21.482090522Z

🔗 TCP (SYN, ACK)

Source Port 8080

Destination Port 57303

Frame 5 |

2021-03-16T10:31:21.485580386Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 6 |

2021-03-16T10:31:21.485629256Z

🔗 TCP (PSH, ACK)

Source Port 57303

Destination Port 8080

Frame 7 |

2021-03-16T10:31:21.485666392Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 8 |

2021-03-16T10:31:21.489111944Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 9 |

2021-03-16T10:31:21.489178879Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 10 |

2021-03-16T10:31:21.489186968Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 11 |

2021-03-16T10:31:21.489208433Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 12 |

2021-03-16T10:31:21.492562055Z

📄 CMP Cert Request

pvno cmp2000 (2)

protectionAlg (sha1WithRSAEncryption)

🆔 transactionID b38c12364b4a8af1

Frame 13 |

2021-03-16T10:31:21.492633931Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 14 |

2021-03-16T10:31:21.549106983Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 15 |

2021-03-16T10:31:21.549132751Z

✅ CMP Cert Response

protectionAlg (sha1WithRSAEncryption)

🆔 transactionID b38c12364b4a8af1

status accepted (0)

extraCerts 1 item

Frame 16 |

2021-03-16T10:31:21.554414413Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 17 |

2021-03-16T10:31:21.554455084Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 18 |

2021-03-16T10:31:21.642913889Z

🔗 TCP (PSH, ACK)

Source Port 57303

Destination Port 8080
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Exploring cmp_cert_request.pcapng

TestServer CAServer CertClient1

Frame 19 |

2021-03-16T10:31:21.642998428Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 20 |

2021-03-16T10:31:21.647077502Z

✅ CMP Cert Confirm

🆔 transactionID b38c12364b4a8af1

certHash 5ddc4b464a7674e72de5b43b9d477e603b3005c2efcf2f7cde5451da034

b6490

certReqId 0

Frame 21 |

2021-03-16T10:31:21.647132869Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 22 |

2021-03-16T10:31:21.655815902Z

✅ CMP PKI Confirm

🆔 transactionID b38c12364b4a8af1

Frame 23 |

2021-03-16T10:31:21.655859753Z

🔗 TCP (FIN, ACK)

Source Port 8080

Destination Port 57303

Frame 24 |

2021-03-16T10:31:21.660851038Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 25 |

2021-03-16T10:31:21.660883152Z

🔗 TCP (ACK)

Source Port 57303

Destination Port 8080

Frame 26 |

2021-03-16T10:31:21.660920415Z

🔗 TCP (FIN, ACK)

Source Port 57303

Destination Port 8080

Frame 27 |

2021-03-16T10:31:21.660947148Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 57303

Frame 28 |

2021-03-16T10:31:21.660971589Z

🔗 TCP (RST, ACK)

Source Port 57303

Destination Port 8080

Frame 29 |

2021-03-16T10:31:21.664696565Z

🔗 TCP (RST)

Source Port 57303

Destination Port 8080
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