
Exploring cmp_init_reg.pcapng

CertClient2 CAServer CertClient1

📁 cmp_init_reg.pcapng

Frame 3 |

2021-03-09T18:00:33.817115613Z

🔗 TCP (SYN)

Source Port 50606

Destination Port 8080

Frame 4 |

2021-03-09T18:00:33.817193199Z

🔗 TCP (SYN, ACK)

Source Port 8080

Destination Port 50606

Frame 5 |

2021-03-09T18:00:33.817641075Z

🔗 TCP (ACK)

Source Port 50606

Destination Port 8080

Frame 6 |

2021-03-09T18:00:33.817755619Z

🔗 TCP (PSH, ACK)

Source Port 50606

Destination Port 8080

Frame 7 |

2021-03-09T18:00:33.817790152Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606

Frame 8 |

2021-03-09T18:00:33.818254317Z

📝 CMP Initial Registration

pvno cmp2000 (2)

protectionAlg (PasswordBasedMac)

senderKID 706536

🆔 transactionID 6ad0fd026757ecf4

Frame 9 |

2021-03-09T18:00:33.818288713Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606

Frame 10 |

2021-03-09T18:00:33.942410617Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606

Frame 11 |

2021-03-09T18:00:33.942443061Z

✅ CMP Init Response

protectionAlg (sha1WithRSAEncryption)

🆔 transactionID 6ad0fd026757ecf4

caPubs 1 item

status accepted (0)

extraCerts 1 item

Frame 12 |

2021-03-09T18:00:33.944053995Z

🔗 TCP (ACK)

Source Port 50606

Destination Port 8080

Frame 13 |

2021-03-09T18:00:33.944109825Z

🔗 TCP (ACK)

Source Port 50606

Destination Port 8080

Frame 14 |

2021-03-09T18:00:33.989936518Z

🔗 TCP (PSH, ACK)

Source Port 50606

Destination Port 8080

Frame 15 |

2021-03-09T18:00:33.990023986Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606

Frame 16 |

2021-03-09T18:00:33.990611722Z

✅ CMP Cert Confirm

🆔 transactionID 6ad0fd026757ecf4

certHash 10e56a530c3f740d21d81b55b1fe4a642d4f51cdf756a8304274c3da7d0

ad1c2

certReqId 0

Frame 17 |

2021-03-09T18:00:33.990640203Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606
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Exploring cmp_init_reg.pcapng

CertClient2 CAServer CertClient1

Frame 18 |

2021-03-09T18:00:34.006407709Z

✅ CMP PKI Confirm

🆔 transactionID 6ad0fd026757ecf4

Frame 19 |

2021-03-09T18:00:34.006553652Z

🔗 TCP (FIN, ACK)

Source Port 8080

Destination Port 50606

Frame 20 |

2021-03-09T18:00:34.00851949Z

🔗 TCP (ACK)

Source Port 50606

Destination Port 8080

Frame 21 |

2021-03-09T18:00:34.00856319Z

🔗 TCP (ACK)

Source Port 50606

Destination Port 8080

Frame 22 |

2021-03-09T18:00:34.008580402Z

🔗 TCP (FIN, ACK)

Source Port 50606

Destination Port 8080

Frame 23 |

2021-03-09T18:00:34.008613076Z

🔗 TCP (ACK)

Source Port 8080

Destination Port 50606

Frame 24 |

2021-03-09T18:00:34.008619673Z

🔗 TCP (RST, ACK)

Source Port 50606

Destination Port 8080

Frame 25 |

2021-03-09T18:00:34.009771626Z

🔗 TCP (RST)

Source Port 50606

Destination Port 8080
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