
Exploring syslog_tcp_transport.pcapng

Router1 Router2

📁 syslog_tcp_transport.pcapng

Frame 1 |

2020-09-22T13:42:27.535485Z

🔗 TCP (SYN)

Source Port 19449

Destination Port 601

Frame 2 |

2020-09-22T13:42:27.536012Z

🔗 TCP (SYN, ACK)

Source Port 601

Destination Port 19449

Frame 3 |

2020-09-22T13:42:27.536285Z

🔗 TCP (ACK)

Source Port 19449

Destination Port 601

Frame 4 |

2020-09-22T13:42:27.542272Z

🔗 TCP (FIN, PSH, ACK)

Source Port 601

Destination Port 19449

Frame 5 |

2020-09-22T13:42:27.542885Z

🔗 TCP (ACK)

Source Port 19449

Destination Port 601

Frame 6 |

2020-09-22T13:42:28.586431Z

ℹ️ Syslog INFO

🏷 Facility LOCAL7 - reserved for local use

Message 43: R1: *Sep 22 13:42:27.536: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 10.1.2.2 port 601 started - CLI initiated\n

Frame 7 |

2020-09-22T13:42:28.586828Z

🔗 TCP (RST)

Source Port 601

Destination Port 19449

Frame 8 |

2020-09-22T13:42:34.953879Z

🔗 TCP (SYN)

Source Port 14941

Destination Port 601

Frame 9 |

2020-09-22T13:42:34.954161Z

🔗 TCP (SYN, ACK)

Source Port 601

Destination Port 14941

Frame 10 |

2020-09-22T13:42:34.954415Z

🔗 TCP (ACK)

Source Port 14941

Destination Port 601

Frame 11 |

2020-09-22T13:42:34.954522Z

📋 Syslog NOTICE

🏷 Facility LOCAL7 - reserved for local use

Message 44: R1: *Sep 22 13:42:28.912: %SYS-5-CONFIG_I: Configured from console by console\n

Frame 12 |

2020-09-22T13:42:34.959776Z

🔗 TCP (ACK)

Source Port 601

Destination Port 14941

Frame 13 |

2020-09-22T13:42:34.960023Z

⚠️ Syslog ERROR

🏷 Facility LOCAL7 - reserved for local use

Message 45: R1: *Sep 22 13:42:29.944: %SYS-3-LOGGINGHOST_FAIL: Logging to host 10.1.2.2 port 601 failed \n

Frame 14 |

2020-09-22T13:42:34.96032Z

🔗 TCP (FIN, PSH, ACK)

Source Port 601

Destination Port 14941

Frame 15 |

2020-09-22T13:42:34.960581Z

🔗 TCP (ACK)

Source Port 14941

Destination Port 601
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