
Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

📁 openflow_ovs_init_complex.pcapng

Frame 1 |

2021-01-02T21:50:51.75814Z

🔗 TCP (SYN)

Frame 2 |

2021-01-02T21:50:51.770869Z

🔗 TCP (SYN, ACK)

💡 OpenFlow HELLO — controller

and switch exchange version

negotiation; both sides advertise

supported OpenFlow versions;

highest common version is

selected

🤝 OpenFlow OFPT_HELLO (0)

📋 Version 1.3 (0x04)

📦 Length 8

🔢 XID 3

💡 OpenFlow HELLO — controller

and switch exchange version

negotiation; both sides advertise

supported OpenFlow versions;

highest common version is

selected

🤝 OpenFlow OFPT_HELLO (0)

📋 Version 1.3 (0x04)

📦 Length 8

🔢 XID 2048395078

Frame 7 |

2021-01-02T21:50:51.788882Z

📡 OpenFlow OFPT_FEATURES_REQUEST (5)

🔢 XID 2048395079

🔢 XID 2048395080

💡 FEATURES_REPLY — switch

reports its datapath ID (unique

identifier), number of flow tables,

buffer capacity, and capabilities

(flow stats, table stats, port stats,

group stats)

📋 OpenFlow OFPT_FEATURES_REPLY (6)

🔢 XID 2048395079

capabilities 0x0000004f

Frame 11 |

2021-01-02T21:50:51.790015Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395080

Frame 14 |

2021-01-02T21:50:51.806505Z

⚙ OpenFlow OFPT_SET_CONFIG (9)

🔢 XID 2048395081

🔢 XID 2048395082

Flags 0x0000

📦Miss Send Len 0

🔢 XID 2048395083

🔢 XID 2048395084

🔢 XID 3319483767

Frame 15 |

2021-01-02T21:50:51.807402Z

📊 OpenFlow OFPT_MULTIPART_REPLY (19)

🔢 XID 2048395081

📊 Stats OFPMP_PORT_DESC (13)

Flags 0x0000

Frame 16 |

2021-01-02T21:50:51.807519Z

📊 OpenFlow OFPT_MULTIPART_REPLY (19)

🔢 XID 2048395084

📊 Stats OFPMP_DESC (0)

Flags 0x0000

Frame 19 |

2021-01-02T21:50:51.826519Z

⚙ OpenFlow OFPT_SET_ASYNC (28)

🔢 XID 2048395085

Packet_in mask (master) 0x00000002

Packet_in mask (slave) 0x00000002

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483767

🔗 Cookie 0x0000000000000000

📋 Table OFPTT_ALL (255)

📝 Command OFPFC_DELETE (3)

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port OFPP_ANY (4294967295)

Out group OFPG_ANY (4294967295)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483769

🔗 Cookie 0x000000005adc15c0

Page 1

../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00001
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00002
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00003
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00004
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00005
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00006
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00007
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00008
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00009
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00010
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00011
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00012
../../../index.html#openflow_pcap/explore/openflow_ovs_init_complex/openflow_ovs_init_complex_viewer.html#m00013


Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8240

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483770

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8240

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483771

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8240

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483772

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8236

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483773

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8216

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483774

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8216

Buffer ID OFP_NO_BUFFER (4294967295)
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483775

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8208

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483776

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 8192

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483777

🔗 Cookie 0x000000005adc15c0

📋 Table 4

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483778

🔗 Cookie 0x000000005adc15c0

📋 Table 3

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483779

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20490

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483780

🔗 Cookie 0x000000005adc15c0

📋 Table 2
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20480

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483781

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20480

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483782

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 4096

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483783

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 2048395086

🔗 Cookie 0x000000005adc15c0

📋 Table 1

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 4096

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 2048395087

🔗 Cookie 0x000000005adc15c0

📋 Table 1

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 4096

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483786

🔗 Cookie 0x000000005adc15c0

📋 Table 1

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 2048395088

🔗 Cookie 0x000000005adc15c0

📋 Table 0

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20480

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483788

🔗 Cookie 0x000000005adc15c0

📋 Table 0

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20480

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 2048395089

🔗 Cookie 0x000000005adc15c0

📋 Table 0

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20479

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 2048395090

🔗 Cookie 0x000000005adc15c0

📋 Table 0

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 0

📊 Priority 20478

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483791

🔗 Cookie 0x000000005adc15c0

📋 Table 0

📝 Command OFPFC_ADD (0)
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

Idle timeout 0

Hard timeout 0

📊 Priority 0

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 256

📦 Length 94

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 257

📦 Length 98

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 258

📦 Length 86

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 259

📦 Length 98

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 260

📦 Length 86

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 261

📦 Length 206

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 262

📦 Length 126

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 263

📦 Length 86

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 264

📦 Length 102
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 265

📦 Length 86

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 266

📦 Length 86

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 PACKET_IN — switch sends

unmatched packet to controller for

decision; reason: no matching flow

(table-miss), explicit action, or TTL

expiry; controller responds with

PACKET_OUT or FLOW_MOD

📥 OpenFlow OFPT_PACKET_IN (10)

🔢 XID 0

Buffer ID 267

📦 Length 102

📋 Reason OFPR_ACTION (1)

📋 Table 2

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483793

🔗 Cookie 0x000000005adc15c0

📋 Table 3

📝 Command OFPFC_ADD (0)

Idle timeout 433

Hard timeout 0

📊 Priority 8192

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483794

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 283

📊 Priority 8191

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483799

🔗 Cookie 0x000000005adc15c0

📋 Table 3

📝 Command OFPFC_ADD (0)

Idle timeout 445

Hard timeout 0

📊 Priority 8192

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

💡 FLOW_MOD — controller

installs/modifies/deletes flow

entries in switch tables; match

fields define which packets to

match, actions define what to do

(forward, drop, modify headers)

📝 OpenFlow OFPT_FLOW_MOD (14)

🔢 XID 3319483800

🔗 Cookie 0x000000005adc15c0

📋 Table 2

📝 Command OFPFC_ADD (0)

Idle timeout 0

Hard timeout 295
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Exploring openflow_ovs_init_complex.pcapng

🔀 OVS Switch C 🧠 SDN Controller

📊 Priority 8191

Buffer ID OFP_NO_BUFFER (4294967295)

Out port 0

Out group 0

Frame 56 |

2021-01-02T21:50:54.790777Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395091

Frame 58 |

2021-01-02T21:50:54.793014Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395091

Frame 60 |

2021-01-02T21:50:57.874893Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395092

Frame 61 |

2021-01-02T21:50:57.876631Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395092

Frame 63 |

2021-01-02T21:51:00.791638Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395093

Frame 64 |

2021-01-02T21:51:00.79256Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395093

Frame 66 |

2021-01-02T21:51:03.793814Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395094

Frame 67 |

2021-01-02T21:51:03.795546Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395094

Frame 69 |

2021-01-02T21:51:06.797072Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395095

Frame 70 |

2021-01-02T21:51:06.79873Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395095

Frame 72 |

2021-01-02T21:51:09.796778Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395096

Frame 73 |

2021-01-02T21:51:09.798211Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395096

Frame 75 |

2021-01-02T21:51:12.797954Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395097

Frame 76 |

2021-01-02T21:51:12.798662Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395097

Frame 78 |

2021-01-02T21:51:15.798555Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395098

Frame 79 |

2021-01-02T21:51:15.799318Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395098

Frame 81 |

2021-01-02T21:51:18.801321Z

💓 OpenFlow OFPT_ECHO_REQUEST (2)

🔢 XID 2048395099

Frame 82 |

2021-01-02T21:51:18.803563Z

💓 OpenFlow OFPT_ECHO_REPLY (3)

🔢 XID 2048395099

Frame 84 |

2021-01-02T21:51:19.762939Z

🔗 TCP (FIN, ACK)

Frame 86 |

2021-01-02T21:51:19.779149Z

🔗 TCP (FIN, PSH, ACK)
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