
Exploring mesh_data_remotewap_wired.pcapng

📡 AP wired B 📡 AP wired A 📡 AP wired C 📡 AP wired G 📡 AP wired F ⚫ Null MAC 📱 Client K 📱 iPhone Client

📁mesh_data_remotewap_wired.pcapng

Frame 1 |

2017-02-12T17:21:03.607455Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 64

Frame 2 |

2017-02-12T17:21:03.607724Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 80

Frame 5 |

2017-02-12T17:21:04.005089Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 64

Frame 6 |

2017-02-12T17:21:04.005325Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 80

Frame 7 |

2017-02-12T17:21:04.026189Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 64

Frame 8 |

2017-02-12T17:21:04.026223Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 80

Frame 9 |

2017-02-12T17:21:04.072562Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 64

Frame 10 |

2017-02-12T17:21:04.072595Z

🔒 DTLS Application Data (23)

📋 Version DTLS 1.0 (0xfeff)

🔢 Epoch 1

📦 Length 80
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Exploring mesh_data_remotewap_wired.pcapng

📡 AP wired B 📡 AP wired A 📡 AP wired C 📡 AP wired G 📡 AP wired F ⚫ Null MAC 📱 Client K 📱 iPhone Client

💡 Probe Request — active

scanning: client solicits responses

from APs; directed (specific SSID)

or wildcard (broadcast SSID); faster

than passive scanning

(beacon-only)

🔍 Probe Request (0x0004)

📱 Dst 00:d7:8f:d3:53:d0

📱 Src 00:00:00:00:00:00

🔢 Seq 0

Frame 12 |

2017-02-12T17:21:04.741609Z

📦 Data (0x0020)

📱 Dst 00:56:cd:ee:f1:71

📱 Src 00:23:5d:c9:5a:c7

📡 BSS 00:d7:8f:d3:53:d0

🔢 Seq 0

📦 Len 672

Frame 13 |

2017-02-12T17:21:04.771366Z

📦 Data (0x0020)

📱 Dst 00:23:5d:c9:5a:c7

📱 Src 00:56:cd:ee:f1:71

📡 BSS 00:d7:8f:d3:53:d0

🔢 Seq 2304

📦 Len 672
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