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©\_Probe Request (0x0004) -
@ Dst | ff:ffffff:ffff :
@ Src | 00:56:cd:ee:f1:71
[l Seq 1764
< [] Probe Response (0x0005)
@ Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
W BSS 84:b2:61:24:a2:00
7] Seq 2674
Capabilities Information | 0x1431
&2 Authentication (0x000b) -
@ Dst 841b2:61:24:a2:00 :
@ Src 00:56:cd:ee:f1:71
w BSS 841b2:61:24:a2:00
7] Seq 1817
& Auth Open System (0)
7] Auth Seq | 0x0001
[] Status Successful (0x0000)
%4 ACK (0x001d)
IR 5
@ RA | 00:56:cd:ee:f1:71
-~ '« Beacon frame (0x0008)
) w BSS 84:b2:61:24:a2:00
7] Seq 879
Beacon Interval | 0.104448 [Seconds]
DTIM count 0
~ & Authentication (0x000b)
) @ Dst 00:56:cd:ee:f1:71
@ Src 841b2:61:24:a2:00
w BSS 841b2:61:24:a2:00
7] Seq 880
L Auth Open System (0)
[7] Auth Seq | 0x0002
[] Status Successful (0x0000)
£=] Reassociation Request (0x0002) K
@ Dst 84:b2:61:24:a2:00
@ Src 00:56:cd:ee:f1:71
w BSS 84:b2:61:24:22:00
7] Seq 1818
% Current AP | 84:b2:61:3f:93:10
e ______[AReassociation Response (0x00038) |
@ Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
w BSS 84:b2:61:24:a2:00
7] Seq 881
[] Status | Successful (0x0000)
[ AID 0x0001
) i EAROL Key
‘I Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
w BSS 84:b2:61:24:a2:00
7] Seq 108
Key Descriptor Type | EAPOL RSN Key (2)
Key Information 0x008a
Key Length 16
Replay Counter 0

¢ Probe Request — active
scanning: client solicits responses
from APs; directed (specific SSID)
or wildcard (broadcast SSID); faster
than passive scanning

(beacon-only)

¢ Probe Response — AP replies
with capabilities (SSID, rates, RSN,
channel); client uses signal
strength + capabilities to select

best AP for association

¢ 802.11 Authentication — Open
System (2 frames) or SAE/WPA3
(multiple rounds); must succeed
before Association

Frame 4 |
2017-01-28T14:29:15.933894Z

g Beacon — AP announces its
presence at Beacon Interval
(usually 100 TU = 102.4ms); carries
SSID, supported rates, DTIM count,
RSN info; basis for passive

scanning

¢ 802.11 Authentication — Open
System (2 frames) or SAE/WPA3
(multiple rounds); must succeed

before Association

¢ Reassociation Request — client
roams to new AP within same ESS;
carries Current AP MAC so new AP
can request PMK from old AP (fast

roaming) or via RADIUS

¢ Reassociation Response — new
AP accepts roaming client; AID
may change; PMK transfer via OKC,
802.11r FT, or CCKM enables fast

secure roaming without full re-auth

¢ EAPOL 4-Way Handshake —
derives PTK from PMK; Msg 1:

ANonce, Msg 2: SNonce+MIC, Msg
3: GTK, Msg 4: Confirm; completes

encryption key installation
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Block Ack

WPA Key Nonce 43614baf30cbfcb1ee472bcA9c9df4756291136ed33eabe33fb7a1f39dbb8be7
['] Action (0x000d) _
@ Dst 84:b2:61:24:a2:00 :
@ Src 00:56:cd:ee:f1:71
w BSS 84:b2:61:24:a2:00
i Seq 1819
[] Category | Block Ack (3)
[] Action Add Block Ack Request (0x00)
4 EAPOL Key R
@ Dst 84:b2:61:24:a2:00 :
@ Src 00:56:cd:ee:f1:71
w BSS 84:b2:61:24:a2:00
7] Seq 0
Key Descriptor Type | EAPOL RSN Key (2)
Key Information 0x010a
Key Length 16
Replay Counter 0
WPA Key Nonce 0d3469a54d2c34b3a59d2ce8b3a19d0917b05ec109f627d83ec009ffd8033fe5
) [] Action (0x000d)
) @ Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
w BSS 84:b2:61:24:a2:00
7] Seq 882

[] Category | Block Ack (3)
[] Action Add Block Ack Response (0x01)

Req (0x0018)

[7] Policy | Immediate Acknowledgement Required

[[] Type | Compressed BlockAck

WPA Key Nonce

e [ BlockAck (Ox0019)
[7] Policy Immediate Acknowledgement Required
[] Type Compressed BlockAck
| Bitmap 0000000000000000
Last ACK | 1
. £ EAPOL Key
‘ﬂ Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
w BSS 84:b2:61:24:a2:00
7] Seq 109
Key Descriptor Type | EAPOL RSN Key (2)
Key Information 0x13ca
Key Length 16
Replay Counter 1

43614baf30cbfcb1ee472bc49c9df4756291136ed33eabe33fb7a1f39dbb8be7

+ EAROL Key

\ 4

F Dst 84:b2:61:24:a2:00
F Src 00:56:cd:ee:f1:71
\;; BSS 84:b2:61:24:a2:00
1 Seq 1

Key Descriptor Type | EAPOL RSN Key (2)
Key Information 0x030a

Key Length 16

Replay Counter 1

WPA Key Nonce

000000000000000000000000000000000000000000000000000000000000000

&9 QoS Data (0x0028)

\ 4

@ Dst 0
@ Src 0
w BSS 8

7] Seq 0

0:23:5d:¢9:5a:c9
0:56:cd:ee:f1:71
4:b2:61:24:a2:00

Frame 11 |
2017-01-28T14:29:15.961254Z

¢ EAPOL 4-Way Handshake —
derives PTK from PMK; Msg 1:

ANonce, Msg 2: SNonce+MIC, Msg
3: GTK, Msg 4: Confirm; completes

encryption key installation

Frame 15|
2017-01-28T14:29:15.961451Z

¢ Block Ack — acknowledges
multiple MPDUs in a single frame
(A-MPDU aggregation); bitmap
indicates which sequence numbers
were received; improves
throughput by reducing per-frame

ACK overhead
¥ Block Ack — acknowledges

multiple MPDUs in a single frame
(A-MPDU aggregation); bitmap
indicates which sequence numbers
were received; improves
throughput by reducing per-frame

ACK overhead

¢ EAPOL 4-Way Handshake —
derives PTK from PMK; Msg 1:
ANonce, Msg 2: SNonce+MIC, Msg
3: GTK, Msg 4: Confirm; completes
encryption key installation

¢ EAPOL 4-Way Handshake —
derives PTK from PMK; Msg 1:
ANonce, Msg 2: SNonce+MIC, Msg
3: GTK, Msg 4: Confirm; completes
encryption key installation

¢ 802.11 QoS Data — TID (Traffic
Identifier) maps to WMM Access
Category: TID 0-2=Best Effort
(AC_BE), 3=Background (AC_BK),
4-5=Video (AC_VI), 6-7=Voice
(AC_VvO)
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@ TID 6
1l Priority | Voice (Voice) (6)
W Len 44

[] Action (0x000d) Frame 23 |
2017-01-28T14:29:15.9865527

A

@ Dst 00:56:cd:ee:f1:71
@ Src 84:b2:61:24:a2:00
L BSS 84:b2:61:24:a2:00
7] Seq 885
[] Category | Block Ack (3)

[[] Action | Add Block Ack Request (0x00)

[] Action (0x000d) - Frame 24 |
§ Dst 84:2-61:24-a2-00 - 2017-01-28T14:29:15.986563Z
@ src 00:56:cd:ee:f1:71
. BSS 84:b2:61:24:a2:00
7] Seq 1820
[7] category | Block Ack (3)
[] Action Add Block Ack Response (0x01)

Page 3


../../../index.html#wlanpcap/explore/roam_interL3_wpa2psk_wlan/roam_interL3_wpa2psk_wlan_viewer.html#m00018
../../../index.html#wlanpcap/explore/roam_interL3_wpa2psk_wlan/roam_interL3_wpa2psk_wlan_viewer.html#m00019

	🔐 Authentication (0x000b)
	🔐 Authentication (0x000b)
	🔄 Reassociation Request (0x0002)
	✅ Reassociation Response (0x0003)
	🔐 EAPOL Key
	🔐 EAPOL Key
	🔐 EAPOL Key
	🔐 EAPOL Key

