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(¥ DHCP Discover ¢ DHCP — client obtains IP
Transaction ID 0x0000020a address after 802.11 association
and EAPOL key exchange
@ P 0.0.0.0 complete; DORA:
Client MAC address | 84:b2:61:21: Discover—0Offer—>Request—ACK;
b7:2¢ in WLAN, DHCP may traverse
Client MAC address | 84:b2:61:21: CAPWAP tunnel to WLC
b7:2¢c
™ Hostname AP84b2.612-
1.b72c
~ (& DHCP Offer ¢ DHCP — client obtains IP
Transaction ID 0x0000020a address after 802.11 association
and EAPOL key exchange
@IpP 10.0.40.104 complete; DORA:
Client MAC address | 84:b2:61:21: Discover—0Offer—>Request—ACK;
b7:2¢c in WLAN, DHCP may traverse
CAPWAP tunnel to WLC
(¥ DHCP Reguest ¢ DHCP — client obtains IP
Transaction ID 0x0000020a address after 802.11 association
and EAPOL key exchange
&P 0.0.0.0 complete; DORA:
Client MAC address | 84:b2:61:21: Discover—Offer—Request—ACK;
b7:2¢ in WLAN, DHCP may traverse
APWAP | to WL
Client MAC address | 84:02:61:21: ¢ tunnelto WLC
b7:2c
M Hostname AP84b2.612-
1.b72c
B ¢ DHCP ACK ¢ DHCP — client obtains IP
Transaction ID 0x0000020a address after 802.11 association
and EAPOL key exchange
aIP 10.0.40.104 complete; DORA:
Client MAC address | 84:b2:61:21: Discover—0Offer—Request—ACK;
b7:2¢ in WLAN, DHCP may traverse
CAPWAP tunnel to WLC
(¥ DHCP Discover ¢ DHCP — client obtains IP
Transaction ID 0x000013fd address after 802.11 association
and EAPOL key exchange
@ P 0.0.0.0 complete; DORA:
Client MAC address | 84:b2:61:0e: Discover—0Offer—>Request—ACK;
0c:18 in WLAN, DHCP may traverse
Client MAC address | 84:b2:61:0e: CAPWAP tunnelto WLC
0c:18
M Hostname AP84b2.610e-
.0c18
~ (& DHCP Offer ¢ DHCP — client obtains IP
Transaction ID 0x000013fd address after 802.11 association
and EAPOL key exchange
@IpP 10.0.40.103 complete; DORA:
Client MAC address | 84:b2:61:0e: Discover—0Offer—>Request—ACK;
0c:18 in WLAN, DHCP may traverse
CAPWAP tunnel to WLC
(¥ DHCP Request ¢ DHCP — client obtains IP
Transaction ID 0x000013fd address after 802.11 association
and EAPOL key exchange
@ IP 0.0.0.0 complete; DORA:
Client MAC address | 84:b2:61:0e: Discover—0ffer—Request—ACK;
0c:18 in WLAN, DHCP may traverse
APWAP | to WL
Client MAC address | 84:b2:61:0e: ¢ tunnelto WLC
0c:18
M Hostname AP84b2.610e-
.0c18
B ¢ DHCP ACK ¢ DHCP — client obtains IP
Transaction ID 0x000013fd address after 802.11 association
and EAPOL key exchange
aIP 10.0.40.103 complete; DORA:
Client MAC address | 84:b2:61:0e: Discover—0ffer—Request—ACK;
0c:18 in WLAN, DHCP may traverse
CAPWAP tunnel to WLC
~ ‘w. CAPWAP Discovery Request ¢« CAPWAP — controller manages
Sequence Number | 0 I|ghtwe|ght APs; Plscovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)
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¢ CAPWAP — controller manages
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encrypted tunnel between AP and
WLC for CAPWAP control/data;
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with CAPWAP's UDP transport
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encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
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2017-01-21T13:15:39.306442Z7

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes
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WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

Frame 31 |
2017-01-21T13:15:39.445501Z

Frame 32 |
2017-01-21T13:15:39.4469447
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¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)
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¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)
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channel, power)

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works


../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00028
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00029
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00030
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00031
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00032
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00033
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00034
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00035
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00036
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00037
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00038
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00039
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00040
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00041
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00042
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00043
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00044
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00045

Exploring stateless_ha_n1.pcapng

@®NoliP

‘2

Broadcast

= \WICB | . AP

wired

C

Page 4

'« CAPWAP Dis

scovery Request

& DTL

b

) |DTLS Handshakejzz)

ersion | DTLS 1.0 (0x

?|DTLS Handshake£22)

feff)

ER

*

ersion | DTLS 1.0 (0O

feff)

22)

DTLS Handshake!

ER

n?

ersion | DTLS 1.0 (0

feff)

22)

4’ |DTLS Handshake (

[V

I

?|DTLS Handshakei

ersion | DTLS 1.0 (0

feff)

22)

ER

I

ersion | DTLS 1.0 (O

feff)

22)

/|DTLS Handshake (

[V

ersion | DTLS 1.0 (O

feff)

22)

/|DTLS Handshake (

ersion | DTLS 1.0 (0x

feff)

22)

i QTLS Handshake (

/|DTLS Handshake (

ersion | DTLS 1.0 (0

feff)

22)

H(

o

ersion | DTLS 1.0 (O

feff)

22)

DTLS Handshake (

ER

ersion | DTLS 1.0 (0O

S Change Cipher Sy

feff)

ec (20)

. AP wired

12

/|DTLS Handshake (

22)

ER

*

/|IDTLS Handshake!

ersion | DTLS 1.0 (0

feff)

22)

[V
[V

& DI

ersion | DTLS 1.0 (0
ersion | DTLS 1.0 (0O

S Application Dat

feff)
feff)

a (23)

ER
_|E
Sl

& DI

L
4. _____________
ersion | DTLS 1.0 (0x

poch |1

ength | 1440

‘LS Application Dat

feff)

a (23)

ER
_|E
Sl

_____________ ’
ersion | DTLS 1.0 (0x

poch |1

ength | 1440

1. DTLS Alert (21)

feff)

|
<

A

Sequence N

umber

0

2quest

EWAP Discovery Ré

equence Number | 0

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
« DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

Frame 57 |
2017-01-21T13:15:43.4186Z

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

Frame 60 |
2017-01-21T13:15:43.5495347

Frame 61 |
2017-01-21T13:15:43.551293Z

Frame 71 |
2017-01-21T13:15:45.403735Z

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)


../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00046
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00047
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00048
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00049
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00050
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00051
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00052
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00053
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00054
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00055
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00056
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00057
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00058
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00059
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00060
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00061
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00062
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00063

Exploring stateless_ha_n1.pcapng

@®NoliP

‘2

Broadcast

™ \WCB |, AP

C

wired

Page 5

. CAPWAP Discovery Request

. AP wired
12

A

Sequence N

umber | 0

L. DTLS Alert (21)

% CAH

sponse

PWAP Discovery Rg

Sequence Number | 0
=\ C WLC2504_A
4L DILS Application Data (23)
[] Version | DTLS 1.0 (0xfeff)
[H Epoch |1
W Length | 64
& DILS Appiiation Data (23
[] Version | DTLS 1.0 (0xfeff)
¥l Bpoch |1
W Length | 80
4 DILS Appiiation Data 23)
[] Version | DTLS 1.0 (0Oxfeff)
[¥] Epoch | 1
W Length | 64
44 DTLS Application Data (23)
[] Version | DTLS 1.0 (0Oxfeff)
[¥] Epoch | 1
& Length | 80

1, DTLS Alert 21

<

1, DTLS Alert 21

<

I\ DTLS Alert (21)

I DTLS Alert (21)

. CAPWAP Discovery Request

w CA

2quest

w0

EWAP Discovery Ré

equence Number | 0

EWAP Discovery R¢

2quest

equence Number ' 0

A

Sequence N

'« CAPWAP Dis

umber | 0

equest

PWAP Discovery I3(

equence Number | 0

2quest

EWAP Discovery Ré

equence Number 0

EWAP Discovery Ré

2quest

scovery Request

equence Number | 0

A

Sequence N

umber | 0

& CAF

sponse

’YVAP Discovery Re

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

Frame 77 |
2017-01-21T13:15:46.116501Z

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

Frame 79 |
2017-01-21T13:16:16.22915Z

Frame 80 |
2017-01-21T13:16:16.2294747

Frame 81 |
2017-01-21T13:16:16.9457997

Frame 82 |
2017-01-21T13:16:16.94606Z

Frame 110 |
2017-01-21T13:16:35.229236Z

Frame 111 |
2017-01-21T13:16:35.229268Z

Frame 113 |
2017-01-21T13:16:35.945731Z

Frame 114 |
2017-01-21T13:16:35.945764Z

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)
¢ CAPWAP — controller manages

lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)
¢ CAPWAP — controller manages

lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)
¢ CAPWAP — controller manages

v

lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,


../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00064
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00065
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00066
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00067
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00068
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00069
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00070
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00071
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00072
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00073
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00074
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00075
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00076
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00077
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00078
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00079
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00080
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00081
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00082

Exploring stateless_ha_n1.pcapng

@®NoliP (D) = \WICB . AP wired . AP wired
Broadcast C 12
Sequence Number | 0
= \wic WLC_2504_B
. CAPWAP Discovery Request
Sequence Number | 0
. CAPWAP Discovery Request
Sequence Number | 0
~ «. CAPWAP Discovery Request
Sequence Number | 0
«. CAPWAP Discovery Request -
Sequence Number | 0
= CAPWAP Discovery Request
Sequence Number | 0
= CAPWAP Discovery Request
Sequence Number | 0
B «. CAPWAP Discovery Request
Sequence Number | 0
B «. CAPWAP Discovery Response
Sequence Number | 0
= wic WLC_2504_B
2 |DTLS Handshake£22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
% DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
L |DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff)
L4 |DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
L4 |DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
8 DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
L |DTLS Handshake (22)
[[] Version | DTLS 1.0 (Oxfeff)
L4 |DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0Oxfeff)
8 DTLS Handshake (22)
[7] Mersion | DTLS 1.0 (0xfeff)

Page 6

Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport


../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00083
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00084
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00085
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00086
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00087
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00088
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00089
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00090
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00091
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00092
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00093
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00094
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00095
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00096
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00097
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00098
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00099

Exploring stateless_ha_n1.pcapng

@ NolP 0) = wLCB . AP wired | | . AP wired . AP wired
Broadcast C A 12
4|DTLS Handshake (22) ¢ DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4'|DTLS Handshake (22) ¢ DTLS Handshake — establishes
[[] Version | DTLS 1.0 (Oxfeff)

[7] Mersion | DTLS 1.0 (0xfeff)

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

2 DTLS Handshake£22) . DTLS Handshake — establishes
- feff) encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport
4|DTLS Handshake (22) . DTLS Handshake — establishes
] Vlersion | DTLS 1.0 (Orxfeff) encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4|DTLS Handshake (22) . DTLS Handshake — establishes
[7] Mersion | DTLS 1.0 (0Oxfeff)

[] Version | DTLS 1.0 (0x

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4’| DTLS Handshake (22) . DTLS Handshake — establishes
[7] Version | DTLS 1.0 (0Oxfeff)

\ 4

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

41’ \DTLS Handshake (22) . DTLS Handshake — establishes
[7] Version | DTLS 1.0 (0Oxfeff)

A

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4 |DTLS Handshake (22) ¢ DTLS Handshake — establishes
[] Mersion | DTLS 1.0 (0xfeff)

\ 4

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4 |DTLS Handshake (22) ¢ DTLS Handshake — establishes
feff) encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

A

[] Version | DTLS 1.0 (Ox

2 |DTLS Handshake (22)
[7] Version | DTLS 1.0 (0Oxfeff)

A

41’ \DTLS Handshake (22) . DTLS Handshake — establishes
[7] Version | DTLS 1.0 (0Oxfeff)

A

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4 |DTLS Handshake (22) . DTLS Handshake — establishes
[] Mersion | DTLS 1.0 (0xfeff)

A

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4 |DTLS Handshake (22)

[] Version | DTLS 1.0 (0Oxfeff)

A

4’|DTLS Handshake (22)
[7] Version | DTLS 1.0 (0Oxfeff)

A

£?|DTLS Handshake (22) . DTLS Handshake — establishes
[] Version | DTLS 1.0 (0Oxfeff)

\ 4

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport
4 |DTLS Handshake (22) . DTLS Handshake — establishes

] Vlersion | DTLS 1.0 (Oxfeff) encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4’|DTLS Handshake (22) . DTLS Handshake — establishes
[7] Version | DTLS 1.0 (0Oxfeff)

\ 4

\ 4

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

4’ |DTLS Handshake (22) . DTLS Handshake — establishes
[7] Version | DTLS 1.0 (0Oxfeff)

\ 4

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

Page 7


../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00100
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00101
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00102
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00103
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00104
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00105
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00106
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00107
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00108
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00109
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00110
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00111
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00112
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00113
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00114
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00115
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00116
../../../index.html#wlanpcap/explore/stateless_ha_n1/stateless_ha_n1_viewer.html#m00117

Exploring stateless_ha_n1.pcapng

with CAPWAP's UDP transport

L’|DTLS Handshake (22) ¢ DTLS Handshake — establishes
’ ] Vlersion | DTLS 1.0 (Oxfeff) encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport
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