Exploring stateless_ha_nn1.pcapng

@®NolP ¢ » Broadcast = wLCcB @ Null MAC
| { { {
stateless_ha_nn1.pcapng
¢¥ DHCP Discover
Transaction ID OXOOOOOZOE
aIP 0.0.0.0
Client MAC address | 84:b2:61:21:b7:2¢
Client MAC address | 84:b2:61:21:b7:2¢
™ Hostname AP84b2.6121.b72¢c
~ (¥ DHCP Offer
Trans;ction ID 0x0000020c
B IP 10.0.40.104
Client MAC address | 84:b2:61:21:b7:2c
¢ DHCP Request
Transaction ID OXOOOOOZOE
@& IP 0.0.0.0
Client MAC address | 84:b2:61:21:b7:2c
Client MAC address | 84:b2:61:21:b7:2c
M Hostname AP84b2.6121.b72¢
~ & DHCP ACK
Trans;ction ID 0x0000020c
&P 10.0.40.104
Client MAC address | 84:b2:61:211b7:2¢
~ & Data (0x0020)
) @ Dst | ff:ff:ff:ff.ff:ff
@ Src | 08:cc:a7:86:55:20
% BSS | 00:00:00:00:00:00
Seq 0
/¥ DHCP Discover
Transaction ID 0x00001 3e6
éIP 0.0.0.0
Client MAC address | 84:b2:61:0e:0c:18
Client MAC address | 84:b2:61:0e:0c:18
M Hostname AP84b2.610e.0c18
-~ ¢¥ DHCP Offer
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¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—Offer—Request—ACK;
in WLAN, DHCP may traverse

CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—0Offer—>Request—ACK;
in WLAN, DHCP may traverse
CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—0Offer—>Request—ACK;
in WLAN, DHCP may traverse
CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—Offer—~Request—ACK;
in WLAN, DHCP may traverse

CAPWAP tunnel to WLC

Frame 5|
2017-01-21T13:57:48.757648Z

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—Offer—~Request—ACK;
in WLAN, DHCP may traverse

CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
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i

@ No P ¢ 7 Broadcast = \WiCB @ Null MAC . AP wired B
Transaction ID 0x000013e0
@ip 10.0.40.103
Client MAC address | 84:b2:61:0ei0c:18
/2 DHCP Request
Transaction ID 0x000013e0
@ Ip 0.0.0.0
Client MAC address | 84:b2:61:0e:0c:18
Client MAC address | 84:b2:61:0e:0c:18
M Hostname AP84b2.610e.0c18
P & DHCP ACK
Transaction ID 0x000013e0
@ IP 10.0.40.103
Client MAC address | 84:b2:61:0e:0c:18
~ ‘«.|CAPWAP Discovery Request
Sequence Number | 0
.. |CAPWAP Discovery Request
Sequence Number | 0
~ .. |CAPWAP Discovery Request
Sequence Number | 0
SO DAAPWAP Discovery Respanse
Sequence Number | 0
= wLe WLC_2504_B
~ «. | CAPWAP Discovery Request
Sequence Number | 0
.. |CAPWAP Discovery Request
Sequence Number | 0
~ «. | CAPWAP Discovery Request
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and EAPOL key exchange
complete; DORA:
Discover—0Offer—>Request—ACK;
in WLAN, DHCP may traverse
CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—0Offer—>Request—ACK;
in WLAN, DHCP may traverse
CAPWAP tunnel to WLC

¢ DHCP — client obtains IP
address after 802.11 association
and EAPOL key exchange
complete; DORA:
Discover—0Offer—>Request—ACK;
in WLAN, DHCP may traverse

CAPWAP tunnel to WLC

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)
¢ CAPWAP — controller manages

lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,

channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
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Sequence Number

0
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L DTLS Handshake (22)

-] Version | DTLS 1.0 (Oxfeff

Q‘? DTLS Handshake (22)
| Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

| Version | DTLS 1.0 (Oxfeff

i DTLS Handshake (22)

| Version | DTLS 1.0 (Oxfeff

gf DTLS Handshake (22)

] Version | DTLS 1.0 (Oxfeff

Q‘? DTLS Handshake (22)

] Version | DTLS 1.0 (Oxfeff

Q’R DTLS Handshake (22)

| Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

-] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)
-] Version | DTLS 1.0 (Oxfeff

L DTLS Handshake (22)

-] Version | DTLS 1.0 (Oxfeff

. AP wired 13

S CAPWAP Discovery Respanse

Sequence Number | 0
= wLC WLC2504

A

WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
« DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;

uses UDP (not TCP) so it works
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4’ DTLS Handshake (22)

“] Version | DTLS 1.0 (Oxfeff

L DTLS Handshake (22)

-] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)
-] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

| Version | DTLS 1.0 (Oxfeff

i

4 DTLS Handshake (22)

[] Version | DTLS 1.0 (Oxfeff

L.‘? DTLS Handshake (22)

[] Version | DTLS 1.0 (Oxfeff

L’ DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff

L DTLS Handshake (22)

[] Version | DTLS 1.0 (Oxfeff

)

Q‘R DTLS Handshake (22)

[] Version | DTLS 1.0 (Oxfeff

L DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff

i.‘if DTLS Handshake (22)

[] Version | DTLS 1.0 (Oxfeff
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with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
« DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
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| . apwiedc | [ . APwiredi2 |

2| DTLS Application Data (23)

. AP wired B

_________________ »
[y‘j Version | DTLS 1.0 (Oxfeff

$ Epoch | 1

'? Length | 64

2| DTLS Application Data (23)

-] Version | DTLS 1.0 (Oxfeff

$ Epoch |1

W Length | 80

ol

L& DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff)

i DTLS Handshake (22)
[FI Version | DTLS 1.0 (Oxfeff)

L DTLS Handshake (22)
‘ »
[] Version | DTLS 1.0 (Oxfeff)

4 DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff))

4 DTLS Handshake (222
[] Version | DTLS 1.0 (Oxfeff)

4 DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff)

L DTLS Handshake (22)
[] Version | DTLS 1.0 (Oxfeff)

. AP wired 13

ﬂ{_DTLS Application Data (33)

Hj Version | DTLS 1.0 (Oxfeff)
Epoch |1
? Length | 64

uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

Frame 41 |
2017-01-21T14:01:05.262827

Frame 42 |
2017-01-21T14:01:05.2629747

Frame 43 |
2017-01-21T14:01:05.340585Z
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. DTLS Alert (21)

\ 4

. DTLS Alert (21)

W

»

CAPWAP Discovery Rqu
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est

{\

Sequence Number | 0

CAPWAP Discovery Reqy

est

Sequence Number | 0

Sequence Number | 0

E)APWAP Discovery Request

nse

CAPWAP Discovery Respg

covery Request

\ 4

Sequence Number | 0
= \wLe WLC_2504_B
& CAPWAP Dis
Sequence N
$ CAPWAP Discovery Request

Sequence Number | 0

s« CAPWAP Dig

umber | 0

covery Request

\ 4

Sequence N

nse

Se

CAPWAP Discovery Respg

quence Number | 0
WLC WLC_2504

'« CAPWAP Dis

umber | 0

covery Response

A

Sequence Numb
= \wLC

W CAPWAP Dis

or | 0
WLC_2504_C

covery Response

A

Sequence Numb

er | 0

Frame 59 |
2017-01-21T14:01:11.340745Z

Frame 60 |
2017-01-21T14:01:11.340746Z

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
Config provisions AP (SSID,
channel, power)

¢ CAPWAP — controller manages
lightweight APs; Discovery finds
WLC, Join establishes DTLS tunnel,
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| . apwiedc | [ . APwiredi2 |
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i DTLS Handshake (22)
“] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

-] Version | DTLS 1.0 (Oxfeff

gf DTLS Handshake (22)

)

] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

“] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)
“] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (222

“] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)
~] Version | DTLS 1.0 (Oxfeff

4 DTLS Handshake (22)

“] Version | DTLS 1.0 (Oxfeff

L.‘f DTLS Handshake (22)

)

)

~] Version | DTLS 1.0 (Oxfeff

Qf DTLS Handshake (22)
“] Version | DTLS 1.0 (Oxfeff

)

- \iC
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WLC_2504_C

Config provisions AP (SSID,
channel, power)

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
» DTLS Handshake — establishes

encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works
with CAPWAP's UDP transport

¢ DTLS Handshake — establishes
encrypted tunnel between AP and
WLC for CAPWAP control/data;
uses UDP (not TCP) so it works

with CAPWAP's UDP transport
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